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Preface

This document provides PortaBilling® users with step-by-step
instructions and examples for setting up various prepaid services on a
VoIP network.

Where to get the latest version of this guide

The hard copy of this guide is updated at major releases only, and does
not always contain the latest material on enhancements occurring between
minor releases. The online copy of this guide is always up to date, and
integrates the latest changes to the product. You can access the latest copy
of this guide at: www.portaone.com/support/documentation/

Conventions

This publication uses the following conventions:
* Commands and keywords are given in boldface
® Terminal sessions, console screens, or system file names are displayed
in fixed width font

The exclamation mark draws your attention to important information or
A actions.

NOTE: Notes contain helpful suggestions about or references to materials not
contained in this manual.

Z Timesaver means that you can save time by taking the action described
in the paragraph.

6»()/‘ Tips provide information that might help you solve a problem.

Trademarks and Copyrights

PortaBilling®, PortaSIP®, PortaUM® and PortaSwitch® are registered
trademarks of PortaOne, Inc.

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com 4
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Overview

Prepaid services enable Internet telephony service providers (ITSPs) to
offer calling card services that customers can pay for in advance.

The market for prepaid services includes tourists, immigrant communities,
mobile populations such as military personnel, and people with limited
credit histories who cannot otherwise get a private telephone line in their
homes. These users can all gain immediate access to long-distance or
international calling services from wherever they are located by using
prepaid calling cards purchased at supermarkets and other types of retail
outlets.

Typical Prepaid Service Scenario

In an ITSP internal network infrastructure, prepaid services are
implemented through a debit card application that works in conjunction
with the following:

= Media gateway
= Interactive Voice Response (IVR) application
* PortaBilling® RADIUS server

This combination of services enables a carrier to authorize voice calls and
debit individual user accounts in real time.

Customer interaction:

= Customer dials access number

* Customer is asked to enter prepaid card number

= Customer enters prepaid card number

* Customer is provided with information about current balance and
asked to enter destination number

= Customer dials destination number

* Customer is provided with information about maximum permitted
call duration

= (Callis connected

= After disconnect, Customet’s balance is reduced.

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com 5
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System components interaction:

Customer Media GW 1IVR PortaBilling®
Dials the access
number
Accepts the call and
launches the IVR
Plays voice prompts
(“Welcome...”), asks user
to enter his PIN
Enters his PIN
Attempts to authenticate this
PIN

Sends authentication
request using Radius
protocol (User-Name
equals PIN)
Checks that such account
exists in the database, that it
is not blocked or expired, and
that it is allowed to use the
service at this location. Upon
success, returns account’s
balance and other data. Also
keeps information about this
call in memory to prevent
multiple logins with the same
account ID
If authentication is
unsuccessful, asks to re-
enter PIN or hangs up.
Otherwise, tells customer
his current balance and
prompts him to enter phone
number he wishes to call
Enters
destination
number

Attempts to authorize call to
the destination

Sends authorization

request using Radius

protocol (User-Name

equals PIN, Called-

Station-ID equals

number dialed by

customer)
Checks that account is
allowed to call this
destination, calculates
maximum possible call
duration based on account
balance and rate for this
destination

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com B
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If authorization has failed,
prompts user to enter
another number or hangs up.
Otherwise, tells customer
maximum allowed call
duration and tries to call
destination number

Determines call route

according to rules (dial-

peers or gatekeeper

information), attempts

to connect the call
When call is connected, sets
timer to the maximum call

duration
Speaks on the
phone
Warns customer when he
has only 1 minute left and,
if timer hits zero and
customer is still talking,
disconnects the call
After call is
disconnected, sends
accounting information
about the outgoing call
using Radius
Bills the account, customer
and vendor for the outgoing
call
Hangs up

Sends accounting

information about the

incoming telephony call
Bills the vendor of the
incoming telephony service,
unlocks session for this
account

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com 7
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1 . Prepaid Calling
Cards (Using
PortaUM®)

Sometimes an incoming call for a prepaid card service will arrive to
your network via IP. For instance, say you bought an access number in
a country where you do not own any network infrastructure; so instead
of using E1 or T1 lines, a telco in that country will forward calls to you
using SIP. In this case using a Cisco GW may be cumbersome, since
you first have to convert the IP call to PSTN and then send it back via
IP. Instead, you can run the built-in prepaid application on PortaUM®
which, combined with a PSTN access number delivered directly to
PortaSIP® via IP, allows you to offer a purely IP-based solution for
prepaid calling card services.

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com 8
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Setting up Prepaid IVR on PortaUM

Before you proceed with the instructions, provided further in this chapter
— please set up UM services as per the instructions, provided in the Se#ing
up and Using UM Services chapter of the PortaSwitch Handbook: Unified
Communications, and verify that they are working propetly.

Checklist

Print the following page and use it to mark the operations you have
completed while performing system setup according to the instructions in
this chapter. Please make sure that you perform all of the operations (all
of the boxes must be checked), otherwise the service will not work.

Operation Done
General configuration [ ]
Make sure configuration of general and network settings has already [ ]

been performed according to the instructions in the Basic Residential

V70IP Service section in the PortaSwitch Handbook: Residential

VoIP Services

Network configuration

Make sure a node for your PortaUM is created and unified messaging [ ]
service has been provided according to the instructions in the Se#ting up
and Using UM Services chapter in PortaSwitch Handbook: Unified
Communications

Rating configuration (Vendor)

Create a tariff A, which describes your termination costs

Insert rates in tariff A for the destinations your customers will call
Create a vendor

Create a connection for this vendor using tariff A

Configure the vendor that provides the IVR access number

Configure a “VolP from Vendotr” connection to the vendor that
provides the IVR access number

Access number configuration

— e ——

Define your access number and associate the prepaid calling [ ]
application with it
Conlfigure the parameters of the prepaid card application [ ]

Rating configuration (Customer)

Create a tariff B, which will be applied to prepaid card users [
Insert rates in tariff B for the destinations your customers will call [
Create your prepaid product [
In the rating list (of the prepaid product) include an entry that will [
contain your PortaUM node and tariff B containing the prepaid calling

rates

Account provisioning

Create a retail customer who owns the prepaid cards [ ]
Generate a batch of accounts (PINs) for this customer [ ]

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com 9
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General Configuration of PortaBilling

Before proceeding with UM setup, please perform general system
configuration according to the instructions in Basic Residential 1/0IP Service
chapter in the PortaSwitch Handbook: Residential VoIP Services. At
this point, all of your destinations, tariffs, products, customers and
vendors should already be in the system.

Create PortaUM Node

You may use PortaUM® node created earlier (according to the Sezzing up
and Using UM Services chapter of the PortaSwitch Handbook: Unified
Communications) — In this case just skip this section and go to the
Create a Vendor Tariff step.

o Node Management
[ 3 [ Add | ® Close Internode Routing b Logout | B Log
L]
] 5
- lode ID P RADIUS Client
" Cves Ono @l
]
: Hame: lode ID P Manufacturer  Type  RADIUS Client Delete
n DemoCisco 1212.23.22 lz.lz.z23.22 Cisco VOIP-GW/ E
| Huauwvei - 102 168.0 46 182 168.0 46 192.168.0. 46 Huawei ABN @
u FortaSIP - 193.28.87.51 193.28.87.51 193.28.87.51  PoraOne FortasSIP @
L]
]
Add Node
» & pave | [d Save & Close | @ Close P Logout
[]
. Node Name | Portaum
]
- Manufacturer | Pertatne v
] Type Portall [»]
]
L Node info
]
u Node 1D frum.partaene. com B RADIUS Client
]
- MNAS-IP-Address 193.28.87.35 : RADIUS Key PartalM :
L} Auth. Transl. Rule RADIUS Source IP 193.28.87.35
]
| RADIUE Dictionary Cisea
u FOD Semer O
]
=
]
u

Node Management

» [ Add | @ Clase Internode Routing M Logout | B Log

Hode ID 13 RADIUS Client

Oves Oro @an

Hame Hode ID 4 Manufacturer Type RADIUS Client Delete
DemaCisco 12122322 12.12.23.22 Cisco VOIP-GW E
Hugwei- 192.160.0.46 192.168.0.46 192.168.0.46 Huawei ASN [A
PortaSIP - 183 28 87 &1 193.28.87 .51 193.28.87.51  PoraOne PartaSIP [2]

PortaUm frum.portaone.com  193.28.87.35  PortaOne PortalM IE

In the Networking section of the Admin-Index page, choose Nodes.

. In the Node Management window, click B Add icon.

3. Fill in the New Node form:

0 Node Name — A short descriptive name for your UM server
(this will be used in the select menus).

0 Manufacturer — Select PortaOne.

0 Type — Node type; select PortaUM.

N —

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com
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(0

Node ID — The PortaUM® servet’s hostname (recommended:
hostname . domainname)

NAS-IP-Address — IP address of the PortaUM® server.
Auth. Translation rule — You can just leave this empty.
Radius Client — Make sure this check-box is enabled, since
PortaUM® will need to communicate with the billing.

Radius Key — Enter the radius shared secret here; must be the
same key as you entered during PortaUM® installation.
Radius Source IP — See the Node ID, N.AS IP address, and Radius
sonrce IP section in the PortaBilling Administrator Guide for
more information. Unless your PortaUM® server uses multiple
network interfaces, the value here should be the same as the
NAS-IP-Address.

POD Server — Leave this unchecked for now.

4, C(Click el Save&Close.

Create a Vendor Tariff

A tariff is a single price list for call services. A tariff combines:
conditions which are applicable to every call regardless of the called
destination

per destination rates

Tariff Management

* Add | ® Close | & Off-Peak Periods | (3] DR Re-rating LCR Rates P Logout | B Log
L]
u Applied To Service Managed By Search
[ ]
. e (] [aare (] [aare v
[ ]
[ ]
[ ]
[ ] = - - -
» Rates Hame Currency  Applied To Service Managed By Routing Description Delete
[ ]
u

el Saveg| [x] Save & Close | & Close *) Logout | B Log

Add Tariff

€

Name Terminstion to ¥-Telecom | *  Curremcy | USD - US Dollar [w]"

Applied To | Wendox [¥] © semvice [voice Calls [»]

Routing

General Info

Default Of-Feak Petiod | woT DEFINED ["]

Destination Group Set [ae]

Free Seconds o

Post Call Surcharge o.00000 | %

Login Fee 0.00000

Connect Fee 0.00000

Round Charged Amount XXXXK XKKRR Ld

Default Formula R
Short Description

Description

1.

In the Rating section of the Admin-Index page, choose Tariffs.
2. On the Tariff Management page, choose [ Add.
3. Fill in the Add Tariff form:

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com 11
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0 Name — A short name of the tariff object; this is the name you
will then see in the select menus.

0 Currency — Indicates the currency, in which the vendor charges
you.

NOTE: The currency for the tariff is chosen only once, and cannot be changed later.

0 Applied To — Choose Vendor in the Applied To select menu.

O Routing — Leave the Routing box checked, since in our scenario
the routing is done by configuring the dial-peers on the gateway.

0 Service — Choose Voice Calls here.

0 Default Off-peak Period — If you do not differentiate between
peak and off-peak rates, just choose Not defined; otherwise,
select one of the previously defined off-peak periods.

O Short Description — A short tariff description.

0 Description — An extended tariff description.

4. Click bl Save.

Enter Rates

Rates are per-destination prices. Please refer to the Ca// Billing Parameters
section in the PortaBilling Administrator Guide for more details on
billing parameters.

Managing Rates Online

Managing rates online is very convenient for maintaining existing rate
tables, as well as for reference purposes. In the case of new price lists or
major updates, the offline method is better.

Rates for tariff "Termination to X-Telecom®

> Add | (@ Save | ® Close | & Upload | [5) Tariff * Logout | B Log

Price, UsD/minute () Effective From
vrvv-vmop 76 & [ T @ perete
oo

First® Hext* HHZ4MI:5:

Editllestination * Peak/Off_Peak
o

» | @ add | i@ Save | @ Close | @ Upload | [ Tariff > Logout | B Log

@ Etective
Fom .
Edit Destination* Peakioft Peak #OE Delete
wwvsneop % €5 8 ©
Levu-MDD
e HH24:ML:55

F 420 Defauls ] = ] O [ * oo == = e nooo [

noT DEFINED [v]

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com 12
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Rates for tariff ‘Termination to X-Telecom®

» | @ Add | i Save | ® Close | & Upload Tariff P Logout | B Log
Hifective From Dest
hoe v
Country Routing Interval, second Price, USD/minute @y Fective
Edit Destination * Peak/Off-Peak 7% E| Delete
e . . . ooy £QEHO
Description Route Category  Preference Huntstop  First Hext First Next ey
=1 e CZECH REPUBLIC Poak Default 5 1 1 0.01000 001000  7011.04.08
Proper Off-Peak: 10T DEFINED - - . B - . - 14:48:23
G | VOEDORERCRIERR Default 5 1 1 002000 0.02000  2011.04-08
Nevw.Jersey Off-Peak: 10T DEFINED - - 1446217

1. On the Tariff Management page you will see a list of available tariffs.

Click the L"Z] Rates icon previous to the name of the tariff. When you
are in Tariff Management for a particular tariff, click on Rates in the
toolbar.

2. In the Edit Rates screen, click [+ Add.

3. Fill in the required information:

(0}

Destination — A destination prefix may be entered directly, e.g.
420 for Czech Republic, or you can access the destinations
directory by clicking the Destination link (in the column header).
Here you can find the desired prefix by country name.

NOTE: The phone prefix you are trying to create a rate for must already exist in
Destinations.

o

OO0OO0OO0OO0OO0

@]

Route category — You can split your available routes into several
categories, such as “High quality”, “Premium”, etc., then create
routing plans for your customers. Use the Default route category
for now.

Preference — The routing priority for the specific destination. 10
is the highest priority, 0 is the lowest (i.e. do not use this
destination for routing at all). For now, you can just set all of
your vendor rates at preference 5, and the system will organize
available routes according to cost (LCR).

Huntstop — Do not try any routes with a lower preference.
Interval First — First billing unit in seconds.

Interval Next — Next billing unit in seconds.

Price First — Per-minute price for first interval.

Price Next — Per-minute price for next interval.

Off-peak Interval First— First billing unit in seconds for off-

peak time.

Off-peak Interval Next — Next billing unit in seconds for off-
peak time.

Off-peak Price First — Per-minute price for first interval of off-
peak time.

Off-peak Price Next — Per-minute price for next interval of off-
peak time.

NOTE: Off-peak fields appear only if an off-peak period has been defined for the

tariff.

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com 13
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O Effective From — If you want this rate to take effect sometime in

the future, you can either type in a date manually, or use the
calendar (click the DD-MM-YYYY link).

NOTE: When using the calendar, you can specify that the date you are entering is in a
different time zone than your current one. PortaBilling® will then automatically adjust
the time.

0 Rate Formula Wizard # _ Launches the wizard for creating a
custom rating formula
0 Payback Rate, Hidden, Forbidden or Discontinued — These
flags are optional.
4. Click the & Save button in the toolbar, or the Il icon on the left end
of the row.

Managing Rates Offline

You also can upload rates from a .CSV or .XLS file — please consult the
Rate Import chapter of the PortaSwitch Handbook: Wholesale Services
for more details.

Perform the Create Tariff and Enter Rates steps described above until you
Z have created a tariff with the termination costs for each termination
partner you have; these tariffs are created as “Applied to: Vendor”.

Create Vendors

This step is only required if you have not entered information about your
vendors into the system before. Vendors are your termination partners or
the providers of incoming toll-free lines.

1. In the Participants section of the Admin interface, choose Vendors.
2. On the Vendor Management page, choose [ Add.

Add Vendor

[ 3 el save | [l Save & Close | & Close b Logout

Vendor Name [xToiscom | P T —
OpeningBalnce [ |’
Address Info ‘ Additional Info | User Interface |
Cormpany Mame [rrelecon | | comast [ ]
N Phone |
Frsthame [ T —
s L] Apone [ ]
e E— P I

Address 1z Pine 3treet E-mail woip@xtelecam.com

peseripfon ||

FrovinceiState
Fostal Code

oiy
CountryRegion

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com 14
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Add Vendor
» | g save | [d Save®Close | ® Close *l Logout
Vendor Name x Currency [vsp - Us Dellar v
< OpeningBabnce o |

Address Info | Additional Info ‘ User Interface |

Categorizing and Defaults

Biling Pero

Bilateral Traffic Exchange

Offset Balance With Customer
Mirimum AmountTo Offsst | |"usD

Add Vendor
» | g Save | gl Save &Close | @ Close HJ Logout
Vendor Name ‘ Currency [usp - us pollar ~|
. openigBaance i
‘ Address Info ‘ Additional Info ‘ User Interface
Login Time Zone | imerica/New_vork v|
Passward \Web Interface Language \ en - English v‘
Output Format
Date [ | [zo03-12-31 ~|
Titne [HHz4:MI:55 | [user pefinea v
Dale &Time  Yv¥v-MM-DD HH24 MI:38 | | User Defined v
Input Format
Date I | [z003-12-2:1 v
Time |HHz4:M1:55 | [vser petined v

3. Fill in the Add Vendor form. Please note that there are three tabs
available on the screen. The most important fields are:

Main form (top)

0 Vendor Name — Short name for the vendor object; will be used
on the web interface.

0 Currency — The currency in which this vendor charges you.

0 Opening balance — Starting balance for the vendor; default is
Zero.

Additional info

O Billing period — Split period for vendor statistics.

User-Interface

0 Time zone — The time zone which the vendor uses for his billing
period (when sending you an invoice). Statistics will be divided
into periods according to this time zone.

4. Click =l Save&Close.
5. Repeat steps 2-4 to add all of your vendors.

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com
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Define Connections

1. In the Participants section of the Admin interface, choose Vendors.
2. Click on the Connections icon next to the vendor name.

] Vendor Management
» | @ Add | ® Close v Logout | B Log
Search
—
xDRs Hame Connections Currency Balance E-mail Delete
[©] DID Supptier 2 usp 000000
O] pipx 3 usp  0.00000
[©] slobalnet z Usp  0.08580
[B] HTelecom [Jo usp  0.00000 |
]
> @ Add | ® Close ® Logout | B Log
L
L Service Type Type Search
: iy | [petauts v | Csemren )
L Description Service Type Type GatewayMode IP Port Access CodeiTech Prefix Transl. Rule Vendor Account Tariff Delete
L]

Add Connection For "X-Telecom' Vendor

» | i save | [d Save&Close | ® Close »I) Logout | B Log
Description | Termination to ¥-Talecorn = Type VoIP ta Vendor [3e] *
Service Type |Voice Calls [»] = Routing Criteria | None ]
Routing Protocol [h32s Heie
Remote Gateway ID
Remote [P 216.79.20.45
Remate IP Part
CLD Tech Prefix
RTP Prowing Direet [v]

Tarnift Termination to X-Telecom  |¥|*
Capacity &0

Caller Identity Do Mot Supply [v]
Wendor Account None [w]
Translation Rule
Ouigoing Rule
CLI Translation Rule

Additional SIP Seftings

(a3 Connection Management for "X-Telecom'
> @ Add | @ Close ) Logout | B Log
Service Type Type Search
Woice Calls v |[amv Ll | (search ]
Description Service Type Type GatewrayHode 3 Port Access CodeTech Prefix Transl. Rule Vendor Account Tariff Delete
Termination to X-Telecom Voice Calls VolP to Vendor 216.79.20.45 ion to X-Tel IE‘

3. Press 1 Add to add a new connection.

4. Fill in the connection information. If you send traffic to the vendor
via telephony, choose the node and enter an optional port pattern. If
this connection is capable of handling H323 or SIP calls, enable the
corresponding checkbox next to Routing Protocol. If you send
traffic via VolP, enter the remote IP address. Choose the tariff which
defines your termination costs for this connection / vendor.
Description and Capacity are mandatory for all connection types.

5. Click el Save&Close.

6. Repeat steps 3-5 to add more connections to the same vendor, then
click ® Close in order to exit to the Vendor Management screen.

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com

16



Porta i Switch® Prepaid Calling Cards (Using PortaUM®)

7. Repeat steps 2-6 to add connections for other vendors.

Configure Access from PSTN

Since the main purpose of this service is to give your customers access to
your prepaid application from PSTN (by dialing your access number from
their landline or mobile phone), you have to ensure that calls to that
access number are delivered propetly to your network and then handed
over to PortaUM®.

Please refer to the instructions in the Incoming Calls from PSTN chapter of
the PortaSwitch Handbook: Residential VoIP Services for complete
details about how to set up the vendor and the connection.

Configure the IVR Access Number

First you need to define that when a call is made to the access number for
your prepaid calling card service, it will be routed to PortaUM® and the
corresponding IVR application will be launched then.

Set up the Access Number

Set up the access number for the virtual PortaBilling® environment
where you use this application.

Access Numbers

[ 3 E|‘dd Il Save | [gl Save&Close | @ Close | [] Yoice Applications Settings b Logout | B Log

* Applications Search

Humber * Application * Delete

18047899001 Prepaid card callimeg vl [

Account self-care

Holiday line mamagement
One's owm veice mailbox access

One's owm voice mailbox access (with PIN protection)

T L
T - S I Q4
(=T T ) R )

IEIE@IE@IEIE[‘S

I
(e

[E] 999878001 =
Simpli
[=] assszen02 FATTEIT R
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i} 3] [ [+ Q Access Numbers
[ [# Add | @ save | [g] Save & Close | @ Close | [J voice Applications Settings P Logout | B Log
Applications Search
= ~

Edit Humber * Application * Delete
E il Balance information E
E 2 Account top-up via voucher E
E 3 Holiday line management E
[5] = Callback calling &=
E 97 0One's own voice mailbo; access (with PIN protection) E
E g 0One's own voice mailhox access E
[5] a9 FortaBridye Conferencing K]
E 16047899001 Prepaid card calling E
[=] 14800875001 Callback calling ™

In the Routing section of Admin-Index, choose Access Numbers.

Click on the ] Add button.

3. In the Number field, enter your prepaid calling card access number.
In the Application drop-down box, select Prepaid card calling.

4. Click kel Save.

N —

Of course, you can create multiple entities in order to register the prepaid
application for more than one access number. This allows you to
customize the application parameters (such as IVR languages or whether
ANI authorization is performed), according to your requirements.

Customize the Parameters of the IVR
Application

You may further customize the parameters that affect the IVR flow and
enable features of your prepaid card application.

Access Numbers

[ 3 @ Add | [d Save | o] Save & Close | @ Close | [ Yoice Applications Settings b Logout | B Log
Applications Search
s B
Edit Humber * Application * Delete
Em Balance information &
E 2 Account top-up wia woucher E
B Holiday line management |
[5 = Callback calling E
E o7 One's own voice mailbox access (with PIN protection) E
[5] =08 0One's own voice mailbox access E
[5] -u9 PortaBridge Conferencing &
E 16047899001 Prepaid card calling E
E 449993“6001 Callback calling E

&
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Access Numbers

» | @ Save | [dl Save & Close | 2 ResetToDefault | & Close v Logout | B Log
Access Number 180475899001
Voice Application Prepaid card calling
Option Value Option Value
ANl Translation Rule |z Authorize With WR Session ID
Announce Balance Flay Pre-ring MOH O
Announce Time Premium Number Subserike Command
Flay Welcome Message O Prermiurm Number SMS Mumber
Check Service Password O Premium Number Depogited Amount
Minimurm Password Length 4 Fremmium Number Currency
Maximum Passwaord Lenath 4 Languages ﬁ
Prormpts Brand
i 11
Music On Hold Class Hingtane Minimum Youcher Length
I Woucher Length 11
Check Associated Number O I T L)
allow_auto_re:
Use Announcement Tariff O - e 0
ask_to_recharge never v
Seconds Rounding Mode none —
N Manual Authentication
Restriction for calling with low balance | none
ANl Authentication [ Toll Free o
Ll Card Length 11
End Announce Time, sec o Ml el LT LD
Maximum Card Length 11
End Announce Type beep () 2
i 3
Disconnect Call Before, sec o i Ll ARG
Maximum Dial Atermnpts =
ConfLanguage List s Preferred O b

In the Routing section of Admin-Index, choose Access Numbers.
Click on the access number to access the parameters of the prepaid
card application that is launched when a customer calls this particular
access number.

Change the parameters.

4. Click el Save&Close.

N —

&

ANI Authentication (PINless Dialing)

In order to support PIN-less dialing, the prepaid application should have
the ANI Authentication feature enabled. Then if the ANI number of the
incoming call matches the ID of an account, this account is the one
placing the call (and will be charged when the call is completed). The
customer will immediately be asked to enter a destination, skipping the
PIN entry step.
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Access Numbers

» | @ Save | [dl Save & Close | 2 ResetToDefault | & Close v Logout | B Log
Access Number 160475899001
Voice Application Prepaid card calling
Option Value Option Value
AN Tranglation Rule [Z | Autnarize with VR Session 1D
Announce Balance Play Pre-ring MOH O
Announce Time Prernium Number Subscribe Corrmand
Play welcome Message @ Premium Mumber SMS Mumber
Check Service Password ¥ Fremium Number Deposited Amount
Minimum Password Length 4 Prerium Number Currency
Maximum Passwaord Lenath 4 Languages E
Prormpts Brand
Music On Hold Class tingtone DT ST (LT m
sl e 0O Maxirnurm Youcher Length 11
Use Announcement Tariff O SRR o —
Seconds Rounding Made none CELLILEHIEIET never v
Restriction for calling with low balagce | none Blan el enicaton
ANI Authentication EEm TollFree U
End Announce Time, sec o - Minmunicaidienoty "
End Announce Type beep v Maxirnurmn Card Length 11
Disconnert Call Before, ser o - Wasimum Login Altempts 3
ConfLanguage List s Preferred O BiE-tFTtin BIE] TGS g

When you provide both residential VoIP and PINless dialing services, you
will have two types of accounts in the system, and the account ID will
contain the phone number:

e “Normal” SIP accounts. When someone in your network dials the
number, the system will recognize that the call should be delivered
to one of the IP phones connected to PortaSwitch® — and will
never be sent out to the PSTN.

e ANI accounts. The situation here is exactly the opposite: when

someone in your network dials this number, the call will be sent
out to the PSTN.

In order to avoid confusion between these two types of accounts (which
may result in calls being routed impropertly), it is recommended that you
adopt a naming convention that allows both your administrators and the
PortaBilling® routing engine to clearly distinguish between ANI accounts
and regular SIP accounts.

One suggested naming convention that does all of this uses the prefix 'ani'
for your ANI authentication accounts (naturally, you can choose a
different prefix as well). For example, if you would like to allow your
customer to use his cell phone with ANI 16041112222 for ANI
authentication, you would create the account ani16041112222 for this
customer.

You can also set up the ANI translation rule in the ANI Translation
Rule field. This field contains a regular expression — please refer to the
PortaBilling Web Reference Guide for more details and examples on
composing regular expressions.
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Access Numbers

® Close *l] Logout

Access Number 16047895001
Voice Application Prepaid card calling

Option Value [

mEEE > ANI Translation Rule s/ "0/ aniq4f Authorize With IVR Session 1D
Announce Balance Play Pre-ring MOH O

Announce Time Premiurn Mumber Subseribe Command

PlayVelcome Message Premium Mumber SMS Number

Check Service Password Premiurn Number Deposited Amount
Minimurm Passward Length 4 * Prerium Mumber Currency

Maximum Password Length 4 Languages

Prormpts Brand

11
Music On Hold Class ringtone B Lo
Maud WYaucher Length 11 -
Check Associated Number O LI IR LEAT]
allove_auto_re!
Use Announcerment Tariff O - R0 O
ask_to_recharge [ ]
Seconds Rounding Mode none [~]
Manual Authentic ation
Restriction for calling with low balance  none [v]
ANI Authentication TollFree
11 N
End Announce Time, sec a o uinimicaidSencih
Maximum Card Length 11 "
End Announce Type beep [w] gl
B 3 :
Disconnect Call Before, sec a Wadmum Login Atiempls
Maximum Dial Attempts 3 "
ConfLanguage Listls Preferred O U

IVR Languages

Configure in which languages the IVR will communicate with the
customet.

Access Numbers

*I) Logout

Access Number 16047833001
Voice Application Prepaid card calling

Option Value Option Value
AN Translation Rule = "0/ anid44/ Authorize With IVR Session 1D
Announce Balance Play Pre-ring MOH O
Announce Time Premiurn Number Subseribe Command

Playelcome Message Premium Mumber SMS Number

Check Service Password Premiurn Number Deposited Amount

Minimum Passward Lenath 4 Premium Mumber Currency
Maximurm Password Length 4 Languages
Prampts Brand

Minimurn Youcher Length

Music On Hold Class ringtane
Iz Youcher Length 11 :
Check Associated Number dl aximum Youcher Leng
allow_auto_re!
Use Announcement Tarifl (] = e O
ask_to_recharge never [~]
Secands Rounding Mode none [w]
Manual Authentication
Restriction for calling with low balance | none [v]
Toll Fi
ANI Authentication ollFree O
- i 11 B
End Announce Time, sec o Minirmurn ard Length
ha Card Length 11 -
End Announce Type beep ERILTIED I EEE
. 5 .
Disconnact Call Before, sec o o || HEmD Legh A
Maximum Dial Attempts 3 b
ConfLanguage Listls Preferred (@ [
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Access Numbers

» | i Save | [ Save & Close Reset To Default | ® Close P Logout | B Log

Access Number 16047399001
Voice Application Prepaid card calling

Option Value Option Value
ANI Translation Rule s/~0faniaal [ | uthorize with VR Sessian ID
Announce Balance Play Pre-ring MOH (.
Announce Time Premium KNumber Subseribe Command
Play Welcome Message (@ Premium Mumhber SMS Mumber
Languages
Available Selected a

fa - Dersian [~ en - Englizh

pl - Polizh de - German 1

pt - Indude-> |ipd s Wissian i Up n

pt-br - Portuguese Brazil:

au - Quechua
¥u - Pasto-Tomance c wver ~
ro - Romanian
rn - Rundi ]
su - Semoan [ i

1

L

1. Click on [ icon near the Languages field to launch the window for
the language selection.

2. In the Available languages box, select the language (or several
languages) you wish to use for voice prompts. In this case, the IVR’s
first prompt will be the language selection prompt “Please press 1 for
English, 2 for Russian, 3 for German, etc.” To choose all languages at
once, select the line All available on top. Then click the Include->
button. The selected languages will appear in the Selected box.

You can also change the language order using Up and Down
buttons.

3. Press Ok to save finalize the language selection.

Prepaid Card IVR Configuration Parameters

See the APPENDIX A. PortaUM I1VR Applications Preferences section of the
PortaUM Administrator Guide to read more about the prepaid card
IVR configuration parameters.

NOTE: There is a helpful tool-tip for each option. Just point your mouse to the desired
option to invoke it.

Create a Customer Tariff

Tariff Management

[ 3 @ Add | ® Close | &: Off-Peak Periods | [E] DR Re-rating LCR Rates *I) Logout | B Log
[ ]
u Applicd To Service Managed By Search
| |
. v (o] e (o] o]
n
n
|
| | . - - .
- Rates lame Currency  Applied To Service Managed By  Routing Description Delste
| |
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Add Tariff

|

|

] Name Prepaid Cards " Cwrrency |USD - US Dellar [w]”
= Applied To | Customer [¥] © semnvice [voice calls [»]
| |

™ Managed By | tdwinistracor enly | v|

n

- Gi | Infy

= eneral Info

n q

a Default Ofi-Peak Period | yeekena [~]

] Destination Group Set [»]

. Free Seconds o

|

n Post Call Surcharge 0.00000 | %

L} Login Fee 0.00000

||

= Connect Fee 0.00000

L} Round Charged Amount |$5HER.SRRRE £l

O Default Formula e
n

n Short Description

- DESHER What we charge prepaid users for

| | outgoing calls

u

L |

L |

Edit Tariff 'Prepaid Cards"

» | il Save | [ Save & Close | & Close | ¥ Download | @ Upload Rates Test ] Logout | B Log

Name Prepaid Cards " Currency USD
Applied To  Custoner Service  Yoice Calls

Managed By Administrator anly

J General Info | Web Upload & Download ‘ Email Upload | Notepad
Default Off-Peak Period | Weekena [+]

Destination Group Set ]

Free Seconds o

Post Call Surcharge 000000 | %

Login Fee 0.00000 uso

Connect Fee o.00000 | USD

Round Charged Amount XXRRR RRRRE Ll

Default Formula by

Short Description

Description What we charge prepaid users for
outgoing calls

1. In the Rating section of Admin-Index, choose Tariffs.
2. On the Tariff Management page, choose [ Add.
3. Fill in the New Tariff form:
0 Name — A short name of the tariff object; this is the name you
will then see in the select menus.
0 Currency — Indicates the currency in which you charge your
prepaid card customers.

NOTE: The currency for the tariff is chosen only once, and cannot be changed later.

0 Applied To — Choose “Customer”, as this tariff will be used to
charge your prepaid customers.

O Managed By — Choose “Administrator only” here (this option
is only visible after you select Applied to: Customer above).

O Service — Choose Voice Calls here.

0 Default Off-peak Period — If you do not differentiate between
peak and off-peak rates, just choose Not defined; otherwise,
select one of the previously defined off-peak periods.

0 Destination Group Set — If you wish to enter rates in the tariff
not for each individual prefix, but for a whole group of prefixes
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at once, you should create a destination group set and destination
groups beforehand. Leave this select menu empty for now.

0 Round Charged Amount — Instead of calculating xDRs with a
5-decimal-place precision, round up xDR amount values (e.g.
XXXXX.XX000 means rounding to cents, so that 1.16730
becomes 1.17).

0 Default Formula — The default rating formula which will be
applied to every new rate created in the tariff. If you leave this
empty, “old-style” rating will be used.

O Short Description — A short tariff description. This will be
shown in the rate lookup on the admin interface and the self-care
pages for your accounts and customers.

O Description — An extended tariff description.

4. Click el Save.

Enter Rates

Rates for tariff 'Prepaid Cards'

3 E&dd & Save | @ Close | (] upload Tariff *) Logout | B Leog
[ ]
= Effective From Destination
[ Now v [Crumber | [Cprefix ] [(aroup | [ country |
[ ]
L] Country Interval, second Price, USD/ minute 0 Effective From
Egfit Destination * Peak/Off-Peak yrrv-mmop YR & i @ petete
= Description First * Hext * First* Hext * HH24:MI:55 *
[ ]
[ ]
[ ]
L)
L]

Rates for tariff 'Prepaid Cards'

> [# Add | @ save | ® Close | [4] upload Tariff P Logout | B Log
Effective From Destination
How [w] [CHumber ] [Cprefix ] (Cgroup ] [ countr |
Country Interval, second Price, USD/ minute 3 Effective From N
Edit Destination * Peak Off-Peak trremmop 75 & [ f§ @ petete
Description First* Next * First* Hext * HHZ4:MIESS ~
1 1 0.0z2 0.0z2 immediately
420 0000 ¥

Weelend [v] 1 1 0.022 0,022

1. On the Tariff Management page you will see a list of available tariffs.

Click the L= Rates icon previous to the name of the tariff. When you
are in Tariff Management for a particular tariff, click on Rates in the
toolbar.

2. In the Edit Rates screen, click (1 Add.

3. Till in the required information (please refer to the Enter Rates for
Vendor Tariff section above for a detailed description of the available
rate attributes).

4. Click the & Save button in the toolbar, or the Il icon on the left end
of the row.
5. Repeat these steps if you need to enter more rates.

Z Perform the Create Tariff and Enter Rates steps described above until you

have created a tariff for each account’s billing scheme; these tariffs are
created as “Applied to: Customer”. For example, if you plan to charge
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your customers more when they access toll-free lines instead of local ones,
you need two tariffs, i.e. “Normal” and “Using Toll-free line”.

Test Rate Configuration (Optional)

1. While in the Edit Tariff window, click on the [# Test button to go to
the Test Rating screen.

Test Rating for Tariff 'Prepaid Cards'

» | & Close *lll Logout
O YYVV-MM-DD HH2EMI:SS i
Date and Time —_—— Result of the testing
Ds i |42095398552 |

@ Simulate session charges based on the session duration
O simulate authorization based on the available funds
Sessiontime | | HHMISS, M55 orss

2. Type in the phone number for which you would like to test the rating,
as well as the estimated call duration, then click on the Test button.

Test Rating for Tariff "Prepaid Cards'

» | & Close *l Logout

G vovv-mmon HH2E:MESS Result of the testing

DateandTime 015 51-25 |23:34:34 |

Farmula:
|42ﬂ95325552 ‘ Expanded Farmula: MIN = 1]3EQ = 1x1x0.012 & 1xNx0.012

@ Simulate session cameg based on the session duration
O 5 It th i e th 1able fund Charged amount: 0.012 USD

(ML EUTHEEh, - @S SR DTHES Real charge history; 11l x0.01 2+5%01%0.012
Session time HHMISS, MISS or 55

3. You will now see the estimated amount charged for this call, as well as
a detailed explanation of the rating process.
4. Press the ® Close button to return to the Edit Tariff window.

Create a Product

Prepaid cards will be issued for a specific product. Products are a
powerful feature that defines different ways to bill an account. Product
definition is always done in two steps: product definition and creation of
the rating list.

Product Management

» | [ mdd | ® Close Ml Logout | B Log
L]
n
A WManaged By Search
] [aary vl [ | [oearch
]
]
= $2 Hame Currency  Managed By  Description Delete
]
v
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Add Product
| [l Wave | & Close ) Logout

Product Name [Prepaid Cards |" currency [usp - Us Dollar .

Managed By | Adwinistrator only v

General Info | Maintenance Fee
Owerdraft Protection Debit accounts only v
Account Defaun AGL

Ostat DiscoutPian
Info URL [http /raydomsin. comyprepaid
Description Prepaid cards

Edit Product 'Prepaid Cards"

3 [ Add | [ Save | [ Save & Close | ® Close Rate Lookup | & Clone *) Logout | B Leg

Product Name |Frepaid Cards - Currency USD
Managed By  Administrator anly

General Info | Maintenance | Online Signup | Services and Rating | Subscriptions | Service Features | Notepad ‘

Please define at least one Services and Rating entry

1. In the Rating section of the Admin-Index page, choose Products.
. On the Product Management page, click the [ Add icon.
3. Fill in the “Add product” form:

0 Product name — Product object name.

0 Currency — Product currency; only tariffs which have the same
currency will be permitted in the rating list.

O Managed by — If you want this product to be used for your
reseller’s accounts, so that the reseller himself can change the
parameters of this tariff and create new accounts with this
product, choose the customer’s name from the menu. Otherwise
choose Administrator only here.

General Info tab

O Breakage — Leftover balance which is considered “useless” (for
statistical purposes). Accounts with a balance below breakage will
be counted as depleted. This does not affect account authentication
or authotization, so the account can still make calls if there is
enough money left to cover at least the first interval.

O Info URL — If you have an external server with a description of
product features, enter the URL here (e.g.
http:/ /www.myproduct.com). Your customers will be able to
go there from their self-care page.

O Description — Your description of the intended use of this
product.

Maintenance tab

NOTE: The Maintenance Fees functionality is an obsolete feature and may be
removed in future releases. Please use subscription plans to apply periodic charges.
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O Period — Surcharge application interval; will be shown in call
history as a separate line each time it is charged. None disables
the maintenance fees.

0 Fee — Surcharge amount.

0 Effective from — Apply the specified maintenance fee only after
a certain date (no fees assessed until then); choose Immediately
to start applying charges as soon as possible.

4. Click bl Save.

5. Click on the Services and Rating tab to edit this product’s rating list.

Enter Node and Tariff in the Product’s Rating
List
The rating list has two functions: it defines permitted access points (nodes

and access numbers) and specifies which tariff should be used for billing
in each of these points.

Edit Product 'Prepaid Cards"

» | @ Add | g Save | [ Save&Close | ® Close Rate Lookup | [E Clone M Logout | Bl Log
[ ]
: Product Name |Prepaid Cards ® Currency USD
n Managed By  Administrator only
]
™ General Info | Maintenance | Online Signup | Services and Rating | Subscriptions | Service Features | Notepad ‘
: Flease define at least one Sewvices and Rating entry
]

» Il save | (gl Save & Close | & Close * Logout

Product Name  Prepaid Cards Product Currency  USD
Senice Voice Calls [v]

-
-
-
-
-
-
n General | Dverdraft Protection
-
-
-
[ ]
-

MNode Forcallt [»] Access Code

Tariff” | Prepaia caras [»] Info Digits Ay [v]

Edit Product 'Prepaid Cards'

[ [ add | d save | [l Save &Close | ® Close Rate Lookup | [E Clone Pl Logout | B Log

Product Name |Prepaid Cards * Currency USD
Managed By ~ Administratar only

‘ General Info | Maintenance | Online Signup | Services and Rating | Subscriptions | Service Features | Notepad ‘

Voice Calls

Edit Hode Access Code Info Digits Routing Rating Delete
= PortaUit Any code ANY ANY — Prepaid Cards &

1. When the Services and Rating tab is selected, click on the Bl Add
icon.

2. Choose Voice Calls in the Service select menu.

In the Node select menu, select the PortaUM node.

4. You can also use an access number for rating entry in the Access
Code field. For example, if you have a node with two access numbers,
local (1-212-1234567) and toll-free (1-800-12345678), you can set up
the product’s rating list in such a way that if a customer calls via a toll-
free line, he will be billed using a different tariff (one which includes
surcharges).

&
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5. In the Tariff menu, select the tariff that will be applied to your
prepaid calling card customers.
6. Click el Save&Close to save this rating entry.

Create a Customer

A customer is an owner of accounts. The customer’s contact information
is used to distribute account usage information, call statistics, invoices,
and so on. Even if your company owns and distributes all of its prepaid
cards, you will need at least one customer object to maintain all of the
prepaid card accounts organized in one location.

Add Customer

» | @ Save | @ Save&Close | ® Close ] Logout
Customer Name |Srart Call - Currency USD - U5 Dollar "
Blocked O Opening Balance o

Type Retail Customer Class |Default customer class e

Address Info | User Interface | Dialing Rules | Additional Info | Payment Info | Service Features | Custom Fields

Company Mame Contact

[LIgIEHS Phonge

First Name Fax

M.l Alt. Phone

Last Name Alt. Contact

Address E-rnail jh@smarteall.comn

BCC

Description

Province/State
Postal Code
city
Country/Region

In the Participants section of Admin-Index, choose Customers.

1. On the Customer Management page, click [l Add Customer (In this
example, we assume that you are creating the customer manually, so
choose Manually from the drop-down menu (do not use any of the
Quick Form options)). Normally, most of your customers would be
retail customers.

2. Fillin the New Customer form. Please note that there are several
tabs with extra information available on the screen. The most
important fields are:

Main form (top)

0 Customer Name — Short name for the customer object; will be
used on the web interface.

0 Currency — The currency in which this customer will be billed.

0 Opening balance — Starting balance for the customer; default is
zero.

O Customer Class — Choose the customer class you created in the
previous step.
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Address info tab

O E-mail — E-mail address for distribution of accounting

information. After the billing period is over, a list of xDRs and
other statistics will be sent to this address.

Bcc — Delivery to the specified email address of your account
representative a copy of every outgoing email sent to the
customer; this may be used for debug and archiving purposes.

Additional info tab

O Billing period — Frequency of distribution of accounting

information. For more details about different available billing
periods, see the PortaBilling Administrator Guide.

Send Statistics — Summary only — Distribute a call summary
only, and do not attach a details file; this might be useful in the
case of a large amount of calls. Other options are full statistics
(attach a complete list of xDRs) or do not send (no not deliver
call statistics to this customer via email at all).

Payment info tab

(0]

Credit limit — If left empty, there is no credit limit for this
customet.

User Interface tab

(0]

Time zone — The time zone in which the customer will see his
xDRs, and also that which defines his billing period. For example,
if you choose America / New_York here and the billing petiod
is Monthly, this means the billing period will start on the first
day of the month at 00:00 New York time.

Web Interface Language — The language to be used on the
customer self-care web interface.

3. Click [l Save&Close.

Generate Accounts

NOTE: Before generating accounts for a production system, read the section
“Provisioning Prepaid Accounts”.

1. Go to the Customers screen (the screen which contains a list of
customers). It should resemble the screenshot below:
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Customer Management

[ [# Aadd | ® Close Pl Logout | B Log

Type Representative Search Advanced
Dirsct Customers [se] | a2y [w] search
xDRs Hame Accounts Currency Credit Limit Balance E-mail Status Delete
[8] Asuars Telecom [} UsD 0.00000 K]
(O] Easvcallltd [} UsD 0.00000 K|
(B8] Smartcal [} Usp 0.00000 &
[©] =IP Subscribers = UsD 0.00000 ]
]

> [@ aAdd | @ Account Generator | @ Close

Account ID Batch culz SIP Status Advanced

ANY [v] LMY [v] search

@ = 5 @ . & B # @ Account Generator for Retail Customer 'Smart Call*
[ 3 [#] Generate | % Close

*) Logout

Number of accounts 100 i Product USD - Prepaid Cards [e] -

Blocked O Opening Balance 10

Account Info | User Interface | Additional Info | Life Cycle | Service Features

Type @ pebit O credit Ovaucher
Inactive O
Generation method & Randarm
) Beiuential
) DID Inventary
1D Prefiz 10z
1D Length 11
Service Password  (3) Empty
) Auto Generated

) Auto Generated Digits Only

Batch Cards2010 New batch [w]=

2. Next to the customer name, click on the Account = or (5 icon (the
one in the Accounts column), which will take you to the account
management for that customer.

Click on the Account generator.

4. Fill in the “Account generator” form:

O Number of accounts — Number of accounts (prepaid cards) to
be generated.

0 Product — Choose the product which you would like your
accounts to have.

O Blocked — It is normal practice to generate all your prepaid cards
as blocked, so they cannot be misused before being sold to the
dealer or end customer. You can always unblock the whole batch
of cards or an individual card later.

0 Opening balance — The initial balance on the card.

&

Account info tab

O Account type — Account type; select Debit for prepaid service.

O Inactive - Check this if you want to generate the accounts as
initially inactive and assign them to a distributor later on.

O Generation method — Choose Random here; this will assign
every account a unique, randomly-generated PIN.

0 ID prefix — If you would like all of the generated accounts to
start with the same digit string (e.g. 12), enter it here. Thus, if you
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enter 12 and an ID length of 10, account IDs (PINs) will look
like this: 1I2NNNNNNNN, where N = random digits.

0 ID length — All account IDs (PINs) will be numerical and of the
specified length. In order to avoid problems with the prepaid
card print-shop, PortaBilling® will not generate account numbers
with a leading zero. Also, PortaBilling® will only allow generation
of a batch with feasible parameters, e.g. it is impossible to
generate a batch of 1,000 accounts with ID length 4 and 1D
starting at 55.

O Service Password — To improve security, you can use an
account password during authentication, in addition to a PIN. If
you choose Empty, no password will be assigned to the account,
and the password check will be switched off during
authentication. Choosing Empty is recommended by default. If
you decide to use passwords, then please use the Auto-
generated digits only option, since then the password can be
entered in the IVR via phone keys.

O Batch — Accounts are grouped into batches. If a new batch name
is provided in the text field, all accounts will be placed into a new
batch with the given name. Otherwise, an existing batch should
be selected from the drop-down list.

User Interface tab

0 Login — If you choose Account ID (default), your customer will
use his account ID (PIN) to login to the self-care pages. If you
choose Empty, the account owner will not be able to use the
self-care pages at all until a login has been assigned for his
account.

0 Password — Auto-generated means that a random password for
web access will be assigned for each account (these passwords
will be included in the .CSV file with the account information).
Empty means that no password will be assigned, so account
owners will be able to login to the web interface simply by
providing their account ID (PIN).

0 Time Zone — When an account owner accesses the web self-care
pages to see a list of his calls, the time will be shown in the time
zone most appropriate for him.

0 Web Interface Language — The language to be used on the
account self-care web interface.

Additional Info tab

0 E-Commerce Enabled — If checked, this will allow your debit
card owners to make online payments via the PortaBilling® web
interface. (Leave unchecked.)

0 Discount Plan — Applies a specific discount plan to this group
of accounts. (Leave as Product Default.)
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0 Distributor — You can assign a specific distributor to this group
of accounts.

Life Cycle tab

0 Activation Date — Account activation date.

0 Expiration Date — Account expiration date.

0 Life Time — Relative expiration date; account will expire on
“first usage date” + “life time” days. If you do not want to use
this feature, leave the field blank.

5. Click & Generate; a confirmation screen will indicate that your
information has been accepted.
6. Click ® Close to return to the account administration page.

NOTE: Account generation tasks are executed every few minutes, and it may take a
while to generate large numbers of accounts.

Notification about the generated cards will be sent by email to the user
A who created them. A CSV file with information about the new accounts
will be attached.

\3’_] Eile Edit Yiew Insert Format Tools Data  window Help Type a question for help Ty .8 X
QSHBSSRIVE| 8B S 0-0-8 -3 X Me @il -0 <|B O
AL - A cards2006-2007
I~ 8] ¢ [ © [ e [ F [T 6 [ H [ ¢ [T 4 1 K [3
1 |Batch Ctrl # PIN “olP Pasgword Web login Web Password
cards2006-2007 1 1025751196 1025751196 sdon2ve
| 3 |cards2006-2007 2/ 1023817093 1023517093 jIi3eji
| 4 |cards2006-2007 3 1024223333 1024223333 lapaShr:
| 5 |cards2006-2007 4| 1026500299 1026500229 | Issayddi
| B |cards2006-2007 5 1024573834 1024573834 | wiBrorm
| 7 |cards2006-2007 B 1020418473 1020419473 | puBjmg
| 8 |cards2006-2007 7 1029839584 1029839884 mbhmhel
| 8 |cards2008-2007 8 1021497233 1021497233 vyBbapp
| 10 |cards2008-2007 9 1026810349 1026510943 mogat?pl
| 11 |cards2008-2007 10) 1028778479 1028778479 phteSyfh
| 12 |card=2008-2007 11 10225586581 1022856521 yxThngss
13 lcards2006-2007 12 1024247550 1024247890 oeuZnon *
W 4+ wh AccountsSmantCallSRLSmartCallpr / |« |
Ready Sum=2051502393

Tip: In case the original email message was lost or accidentally deleted,
6—()/‘ the file containing generated accounts is stored on the slave PortaBilling®
server in the user porta-admin home directory, sub-directory cards.
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Setting up Your Network Components

Please refer to the Appendices for the instructions applicable to your
specific type of gateway.

Checklist

Print the following page and use it to check off the operations you have
completed while performing system setup according to the instructions in
this chapter. Please be sure to perform all of the operations (all of the
boxes must be checked), otherwise the service will not work.

Operation Done
General configuration
General configuration has already been performed according to [ ]

the instructions in the Prepaid Calling Cards (Using PortaUM®)
chapter above
Network configuration

Create a node for your gateway [ ]
Configure your gateway [ ]
Rating configuration

Perform the standard rating configuration for the prepaid [ ]

services as described in the Prepaid Calling Cards (Using

PortaUM®) chapter above

In the rating list (of the prepaid product) include an entry that [ ]
will contain gateway node and tariff containing the prepaid

calling rates

Account provisioning

Create a retail customer who owns the prepaid cards [ ]
Generate a batch of accounts (PINs) for this customer [ ]
Testing

Try to make a test call [ ]
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PortaBilling Configuration

You should perform the billing configuration according to the
instructions in the Prepaid Calling Cards (Using PortaUM®) chapter in this
document, the only exception being that you will use a gateway instead of
PortaUM® node.

Create Nodes

This step is only required if you have not entered your gateways into the
system before. In this case, you must enter your gateways as nodes.
PortaBilling® requires some key information about your network
equipment such as IP address, Node ID, Radius shared secret, etc.

Node Management

[ 3 [# Add | @ Close Internode Routing bl Logout | B Log
=
: Hode ID 13 RADIUS Client
- Oves Ono @an
]
: Hame Hode ID P Manufacturer  Type  RADIUS Client Delete
n Demo Cisca 1212.23.23 12.12.23.23 Cisco WOIP-GWY
[} Huawei- 192.168.0.48 192168.0.48 192.168.0.48 Huawei ASMN @
L] PortaSIP - 193.28.87.41 193.28.87.41 193.28.87.41  ForaOne PortasSIP @
: FortaSIP - 183 28 87 48 1932887 48 193.28.87.48 PortaOne PartasIP @

Add Node
[ lel Save | g Save & Close | & Close * Logout
|
B pode Name | Ciscomge
|
m Manufacturer | Cisco [»]
u Type woIP-ou v
|
u Node info
|
B Node ID cisco-gw.mydomain.com " RADIUS Client
|
m NAS-IP-Address 192,162.0.92 - RADIUS Key secret =
W Auth, Trans|. Ruls RADIUS Source [P 192,168,099
|
m RTF Froging tptiual v RADIUS Dictionary Sise
. FOD Server O
|
™

Node Management

» [® Add | ® Close Internode Routing bl Logout | B Log

Hode ID P RADIUS Client

Oves Ono @4l

Hame Hode ID [ Manufasturer  Type  RADIUS Client Delete
Dema Cista 1212.23.23 lz.1z.23.23 Cisco WOIP-GWW

Huawei- 192166048 192.168.0.48 192.168.0.48 Huawei ASN [A
PaortaSIP - 18328 87 41 1832887 41 193.28.87.41  PartaOne ParaSIP IE‘
PoraSIF - 193.28.87.48 193.28.87.48 193.28.87.48 PortaOne PoraSIF IE‘

Cisco-gw cisco-gw.mydomain.com 193.168.0.99 Cisco VoIP-GW @

1. In the Networking section of the Admin-Index page, choose Nodes.
2. In the Node management window, click the 1 Add icon.
3. Fill in the New Node form:
0 Node Name — A short descriptive name for this node (will be
used in the select menus).
0 Manufacturer - Select Cisco or Quintum.
0 Type — VoIP node type; select VOIP-GW.
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O Node ID — h323-id (recommended hostname .domainname).
NAS-IP-Address — IP address of the gateway.

O Auth. Translation rule — Leave this empty for now; see the
Translation Rules section of the PortaBilling Administrator
Guide.

0 RTP proxying — Leave the default selection (Optimal); for more
details regarding NAT traversal, see the PortaSIP Administrator
Guide.

0 Radius Client — Make sure this check-box is enabled, since the
gateway (node) must be able to communicate with PortaBilling
via RADIUS in order to validate the prepaid card PIN.

O Radius Key — Enter the RADIUS secret key you have specified
in the configuration of the gateway.

0 Radius Source IP — See the Node ID, NAS IP address, and
Radius source IP section of the PortaBilling Administrator
Guide. Unless your gateway has multiple network interfaces, the
value here should be the same as the NAS-IP-Address.

O POD Server — This checkbox relates to ISP billing; leave it
unchecked for now.

4. Click el Save&Close.
5. Repeat steps 2-4 until all of your nodes have been entered.

@]

Create a Product

Product Management

» | [Emdd | ® Close P Logout | B Log

Managed By Search

[aary v | [search

$2 Hame Currency  Managed By  Description Delete

Add Product

» | i save | @ Close H) Logout

Product Name [prepaid Cards | currency [usp - vs pollar v

Managed By | Adwinistrator only v

General Info | Maintenance Fee

Frease
Owerdraft Pratection
AccountDefault ACL | Access Level new v
Default Discount Plan
Info URL [http ¢ rnydomsin. comyprep aid
Description Prepaid cards

Edit Product 'Prepaid Cards"

3 [ Add | [ Save | [ Save & Close | ® Close Rate Lookup | & Clone *) Logout | B Leg

Product Name |Frepaid Cards - Currency USD
Managed By  Administrator anly

General Info | Maintenance | Online Signup | Services and Rating | Subscriptions | Service Features | Notepad ‘

Please define at least one Services and Rating entry
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In the Rating section of the Admin-Index page, choose Products.
. On the Product Management page, click the [H Add icon.

3. Fillin the “Add product” form. Please refer to the Create a Product
section above for a detailed description of the available parameters.

N —

Enter Node and Tariff in the Product’s Rating
List

] Edit Product 'Prepaid Cards"
» @ add | @ Save | [ Save & Close | & Close Rate Lookup | [ Clone *) Logout | B Log
]
: Product Name |Prepaid Cards * Currency USD
- Managed By  Administrator anly
]
™ General Info | Maintenance | Online Signup | Services and Rating | Subscriptions | Service Features | Notepad ‘
: Please define at least one Services and Rating entry
]
& E 8
[ 3 & Save | g Save & Close | @ Close *l] Logout
Product Name Prepaid Cards Product Currency  USD
Sendce g Voice Calls [+]
L
General | Dverdraft Protection
Mode | Cisco-gw [v] Actess Code
Talif* | Prepaid Cards [+] Infa Digits Y [>]

> e save | ol Same & Close | % Close ) Logout
n
L] Product Name Prepaid Cards Product Currency  USD
O Service Voice Calls [»]
n
n
n
R oo o p—
L] . F
m  CheckMinimum Funds  iDg not chech i~
m  Min Session Deposit 0.,00000 uso
B Max Session Deposit UsD
B Wax Authorization Chunk usD
n
n Cveruge Motification E
L]
L]

Edit Product 'Prepaid Cards'

» | @ Add | [ Save | [g Save&(Close | ® Clase Rate Lookup Clone * Logout | B Log

Product Name |Frepaid Cards 7 Currency USD
Managed By  Administrator only

| General Info | Maintenance | Online Signup | Services and Rating | Subscriptions | Service Features ‘ Notepad ‘

Voice Calls
Edit Hode Access Code Info Digits Routing Rating Delete
E Cisco-gw Any code ANY ANY — Prepaid Cards [

1. When the Services and Rating tab is selected, click on the [ Add
icon.

2. Choose Voice Calls in the Service select menu.

3. In the Node select menu, select the node where your IVR will be
running.

4. You can also use an access number for rating entry in the Access
Code field. For example, if you have a node with two access numbers,
local (1-212-1234567) and toll-free (1-800-12345678), you can set up
the product’s rating list in such a way that if a customer calls via a toll-
free line, he will be billed using a different tariff (one which includes
surcharges).
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NOTE: The Access Code feature requires modification of Cisco platform application
scripts. For more information about this feature, see the System Concepts section of
the PortaBilling Administrator Guide. The Access Code feature on the Quintum
platform requires the ACCESSCODE feature (available in the recent firmware).

5. The Info Digits menu allows you to apply different tariffs depending
on the type of line from which your customer originates a call. If you
are unsure whether your telecom sends such information, leave the
default value ANY.

6. In the Tariff menu, select the tariff that will be applied to your
prepaid calling card customers.

7. Configure overdraft protection for this product on the Overdraft
Protection tab. (Please consult the Ra#zng section in the PortaBilling
Web Reference Guide for a description of the parameters available
here.)

8. Click el Save&Close to save this rating entry.

Create a Customer

A customer is an owner of accounts. The customer’s contact information
is used to distribute account usage information, call statistics, invoices,
and so on. Even if your company owns and distributes all of its prepaid
cards, you will need at least one customer object to maintain all of the
prepaid card accounts organized in one location.

Add Customer

[ 3 el save | [l Save & Close | & Close b Logout

Customer Name |smart Call - Currency USD - U8 Dollar |

Type Retail Customer Class |Default customer class v

Address Info | User Interface | Dialing Rules | Additional Info ‘ Payment Info ‘ Service Features | Custom Fields

companyName [ ] contact [ ]

i s L1 Phone [ ]
Frstame [ ] P L]
M ] Atpoe [ ]
Last Name I:l Alt. Contact I:l
Ao mai

sec [ ]
peseripmon [ ]

Province/State I:l
Pastal Code I:l

ciy L
Country/Region I:l

In the Participants section of Admin-Index, choose Customers.

1. On the Customer Management page, click [¥] Add Customer (In this
example, we assume that you are creating the customer manually, so
choose Manually from the drop-down menu (do not use any of the
Quick Form options)). Normally, most of your customers would be
retail customers.
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2. Fill in the New Customer form. Please refer to the Create a Customer

section above for a detailed description of the available parameters.
3. Click el Save&Close.

Generate Accounts

NOTE: Before generating accounts for a production system, read the section
“Provisioning Prepaid Accounts”.

1. Go to the Customers screen (the screen which contains a list of
customers). It should resemble the screenshot below:

Customer Management

» | @ Add | ® Close * Logout | B Log

Type Representative Search Advanced
Direct Custemers ] [ ~ seach
*DRs Hame Accounts Currency Credit Limit Balance E-mail Status Delete
(O] Asuard Telecom (] usDh 0.00000 &
(O] EasvcallLtd. (] usDh 0.00000 &
(] smartcall [} UsD 0.00000 K]
[©] sIP Subseribers i) UsD 0.00000 K|
i
]

> Add | (3 Account Generator | @ Close

[ ] Account ID Batch ctriz SIP Status. Advanced

4 e & ] ssah

[}

» | (] Generate | & Close *I] Logout

Number of accounts 100 N Product USD - Prepaid Cards [] -

Blocked O Opening Balance 10

Account Info | User Interface | Additional Info | Life Cycle | Service Features ‘

Tupe @ pebit O credit Ovoucher
Inactive F
Generation method &) Random
) Sequential
) DID Inventary
1D Prefix 102
1D Length 11
Service Pasgword  (3) Empty
) Auto Generated

) Auto Generated Digits Only

Batch Cardsz010 New batch [oe]

2. Next to the customer name, click on the Account = or (3 icon (the
one in the Accounts column), which will take you to the account
management for that customer.

Click on the ] Account generator.

4. Fill in the “Account generator” form (please refer to the Generate
Accounts section above for a detailed description of the available
parameters).

5. Click ] Generate; a confirmation screen will indicate that your
information has been accepted.

6. Click ® Close to return to the account administration page.

@
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Test Everything Together

Start Radius debug on GW.

Make sure the PortaBilling® radius server is running.
Try to make a call and use one of the accounts.
Browse information using BE Log Viewer.

el s

Example of a normal debug session:

Jun 05 18:04:54: Processing request (BE verl.245.2_4,pid85499):

There is a copy of all the incoming attributes in the log.

NAS-1P-Address "193.28.87.3"

NAS-Port-Name “ISDN 2:D:23*

NAS-Port-Type "Async*

User-Name "59153211058*

The User-Name attribute contains the PIN number entered by the user.

Calling-Station-1d "14257891107"

Service-Type "Login-User-*

h323-conf-id "465F5B2B F42F11DA 8274BDDO 75CFFB2D*
h323-conf-id is the unique 1D for every call.

Password "

h323-ivr-out “"PortaBilling_Original_CLD:4041234567"

This is a special PortaBilling attribute which reports the original access number on the gateway used by the
customer to access the IVR.

h323-ivr-out "transactionlD:361"

NAS-Port "0-

This is an authentication request (also called first authentication), since there is no Called-Station-
ID attribute. The purpose is to verify that such an account really exists in the database, and to return
account attributes such as account balance.

Jun 05 18:04:54: h323-conf-i1d=465F5B2B F42F11DA 8274BDDO 75CFFB2D/4, call-id=
Jun 05 18:04:54: Found a call in cache with such id

Jun 05 18:04:54: PrepareNexecute “AccountAuth®

Jun 05 18:04:54: Found Account: 59153211058[96,debit,balance=10.00000] of
customer SmartCall SRL [20,balance=0.00000, Iimit=none]

The line above confirms that such an account has indeed been found in the database.

Jun 05 18:04:54: Account 59153211058 is not logged in yet

Jun 05 18:04:54: Account has an empty password, skip the password check

Jun 05 18:04:54: Attempt to charge account with a login fee

Jun 05 18:04:54: Logging in account "59153211058"(96) to "465F5B2B F42F11DA
8274BDDO 75CFFB2D*

Jun 05 18:04:54: Account "59153211058" logged in, setting call lifetime to 1800
sec

Since this is a debit account, the session is locked and the call lifetime is increased to prevent multiple login
attempts.

Jun 05 18:04:54: Updating account usage of "59153211058" with *Mon Jun 5
18:04:54 2006*"

The first use date for the account is updated.

Jun 05 18:04:54: PrepareNexecute "UpdateAccountUsage”

Jun 05 18:04:54: Authentication acknowledge response

Here is an overview of all the information sent back to the gateway:

h323-credit-amount = 10.00

h323-billing-model =1

h323-ivr-in = Tariff:SmartCall Prepaid

h323-ivr-in = PortaBilling_AccountBalance:10.00000
h323-ivr-in = PortaBilling_ProductBreakage:0.10000
h323-ivr-in = available-funds:10.00
h323-return-code =0

h323-currency = USD

h323-preferred-lang = en

Jun 05 18:04:54: .._Done.
This completes processing for the request.
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Jun 05 18:06:13: Processing request (BE verl.245.2_.4,pid85499):
NAS-1P-Address "193.28.87.3"

User-Name "59153211058*

Called-Station-1d "16046282508*"

Called-Station-1d contains the destination number dialed by the user.

Calling-Station-1Id "14257891107*

Service-Type "Login-User”

h323-conf-id "465F5B2B F42F11DA 8274BDD0O 75CFFB2D*
Password "

h323-ivr-out "PortaBilling_Seed:10649791024"
h323-ivr-out "PortaBilling_Original_CLD:4041234567"
h323-ivr-out "transactionlD:362"

Since Called-Station-ID is present, this is an authorization (or second authentication) request. The
purpose is to determine whether the account is allowed to call this phone number and what the maximum
allowed call duration is.

Jun 05 18:06:13: h323-conf-id=465F5B2B F42F11DA 8274BDD0 75CFFB2D/4, call-id=
Jun 05 18:06:13: Found a call in cache with such id

Jun 05 18:06:13: Copied account: 59153211058[96,debit,balance=10.00000] of
customer SmartCall SRL [20,balance=0.00000, limit=none] from "193.28.87.3" into
the current request

Thanks to the PortaBilling call cache, you do not need to look up the account in the database once again.
Jun 05 18:06:13: Checking if this call comes through a VolP from vendor
connection

Jun 05 18:06:13: No VolP from vendor connections were found

Jun 05 18:06:13: Account 59153211058 is already logged in, same session

Jun 05 18:06:13: Account has an empty password, skip the password check

Jun 05 18:06:13: Applying override translation rule on CLD ...

Jun 05 18:06:13: Translation "s/”\*3164\*//" applied: "16046282508" unchanged
Internal PortaBilling number translation.

Jun 05 19:34:28: Applying customer dialing translation rule on CLD ...

Jun 05 19:34:28: Translation "local_to_el64($_,{cc=>"420",ip=>"00"});#% cc=420
ip=00" applied: "0016046282508" -> "16046282508"

The customer’s translation rule is now applied, i.e. the number is converted from the format the customer
dialed (with 00) into E.164 format.

Jun 05 18:06:13: Setting up a new charge with tariff "SmartCall Prepaid”™ ...
Jun 05 18:06:13: Checked 2006-06-06 03:06:13 Europe/Prague against "hr{21-7}
wd{mo-fr }, wd{sa su }": 1

Jun 05 18:06:13: Start of call is peak level 1

Off-peak period check: yes, off-peak rates will be applied to this call.

Jun 05 18:06:13: PrepareNexecute "GetPricePerDestination**

Jun 05 18:06:13: Compute maximum call duration for leg Account 59153211058 to
destination with funds 10.00000 (account funds 10.00000)

Based on the account’s current balance, the maximum call duration is calculated.

Jun 05 18:06:13: Maximum call duration: 9840 announced as 12000
(1+0.1+164x60x0.05+0*20%) by rate 93 using 10649831771 as seed

Because the rate uses tricky options, the announced call duration is different from the real call duration.
Jun 05 18:06:13: Limited call duration for Debit account - enhance call
lifetime with 9900s to Mon Jun 5 20:51:13 2006

Jun 05 18:06:13: Enhance lifetime with 1800s to Mon Jun 5 20:51:13 2006

Jun 05 18:06:13: Authentication acknowledge response

h323-billing-model 1

h323-ivr-in = Tariff:SmartCall Prepaid

h323-ivr-in = PortaBilling_CL1:14257891107
h323-ivr-in = PortaBilling_CompleteNumber:16046282508
h323-ivr-in = DURATION:9840

h323-return-code =0

h323-currency = USD

h323-credit-time = 12000

h323-preferred-lang = en

Jun 05 18:06:13: ...Done.
This completes processing for the request.

© 2000-2011 PortaOne, Inc. All rights Reserved. www.portaone.com 41



Porta i Switch® Prepaid Calling Cards (Using a Gateway)

Jun 05 18:09:03: Processing request (BE verl.245.2_.4,pid85499):
NAS-I1P-Address "193.28.87.3"
NAS-Port-Name "ISDN 2:D:23"

NAS-Port-Type = "Async*
User-Name = "59153211058"
Called-Station-1d = "16046282508"
Calling-Station-1Id = "14257891107"
Acct-Status-Type = "Stop”
Service-Type = "Login-User"*
h323-gw-1id = "begemot.”
h323-call-origin = "answer*
h323-call-type = "Telephony*

Call origin and call type define which call leg you are receiving information about.
h323-setup-time "04:04:44.226 EEST Tue Jun 6 2006"
h323-connect-time "04:04:44.238 EEST Tue Jun 6 2006"
h323-disconnect-time "04:09:03.223 EEST Tue Jun 6 2006"
The three attributes above define call initiation, call connect and call disconnect time, respectively.
h323-disconnect-cause = "10"

This call was disconnected normally (the user hung up).

h323-voice-quality = "0-

h323-conf-id

"465F5B2B F42F11DA 8274BDDO 75CFFB2D*

Acct-Session-Id "0000063E"
Acct-Input-Octets "129836"
Acct-Output-Octets "272020"
Acct-Input-Packets "7387"

Acct-Output-Packets "8398"

Acct-Session-Time "259*

Acct-Delay-Time 0"

h323-incoming-conf-id "465F5B2B F42F11DA 8274BDD0O 75CFFB2D*
subscriber "RegularLine*

gw-rxd-cdn “ton:0,npi:0,#:4041234567"
calling-party-category ek
transmission-medium-req "o-

h323-ivr-out
h323-ivr-out

"PortaBilling_Session:unlock®
"Tariff:Unknown*

release-source "4-

gw-rxd-cgn "ton:0,npi:0,pi:1,si:0,#:14257891107"
gw-collected-cdn "16046282508T*"
charged-units 0"

disconnect-text “normal call clearing (16)*
peer-address "14257891107"

info-type "speech*

peer-id 710"

peer-if-index "218*

logical-if-index "126"

acom-level "20"

coder-type-rate "g729br8-

noise-level "4294967237"

"136050 ms*
"154970 ms*
"RADIUS™

voice-tx-duration
tx-duration
Acct-Authentic
NAS-Port ok

Exec-Program-Log "porta-billing.pl*

Jun 05 18:09:03: h323-conf-i1d=465F5B2B F42F11DA 8274BDD0 75CFFB2D/4, call-id=
Jun 05 18:09:03: Found a call in cache with such id

Jun 05 18:09:03: Copying access CLD "4041234567" into request”s
PortaBilling_Original_CLD attribute

Jun 05 18:09:03: Copied account: 59153211058[96,debit,balance=9.7] of customer
SmartCall SRL [20,balance=0.00000, limit=none] from "193.28.87.3" into the
current request

Jun 05 18:09:03: PrepareNexecute "GetActivelLegldByAcct”

Jun 05 18:09:03: PrepareNexecute "DeleteActiveleg”

Jun 05 18:09:03: Force unlock requested by NAS
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Jun 05 18:09:03: Scheduling 59153211058 for logout, call lifetime reduced to 15
For the answer / telephony call leg, the account (debit card) session is unlocked, since the customer hung
up the incoming session; thus there will be no more outgoing calls.

Jun 05 18:09:03: Set lifetime with 15s to Mon Jun 5 18:09:18 2006

Jun 05 18:09:03: Looking up vendor/connection

Jun 05 18:09:03: Trying to match connection for call

Jun 05 18:09:03: Looking for a connection Telephony/answer

Checking for a PSTN from Vendor connection.

Jun 05 18:09:03: Telephony, matching by the node IP "193.28.87.3", port "ISDN
2:D:23" and CLD "4041234567"

Jun 05 18:09:03: Unknown node IP or no telephony connections for this node

Jun 05 18:09:03: Connection to vendor not found

Jun 05 18:09:03: No connection from vendor

Jun 05 18:09:03: Accounting response

Jun 05 18:09:03: ...Done.

This completes processing for the request.

Jun 05 18:09:03: Processing request (BE verl.245.2.4,pid85499):
NAS-IP-Address "193.28.87.3"

User-Name "59153211058*
Called-Station-1d "16046282508*"
Calling-Station-1Id "14257891107"
Acct-Status-Type "Stop*

Service-Type
h323-gw-1id
h323-call-origin
h323-call-type
h323-setup-time
h323-connect-time
h323-disconnect-time
h323-disconnect-cause
h323-voice-quality
h323-conf-id

call-id
75CFFB2D@193.28.87.3"

"Login-User-*

"begemot. "

"originate”

"VolP*"

"04:06:19.533 EEST Tue Jun 6 2006*"
"04:06:24.481 EEST Tue Jun 6 2006*"
"04:09:03.211 EEST Tue Jun 6 2006*"
“10"

“16"

"465F5B2B F42F11DA 8274BDDO 75CFFB2D*
" 7F2FD63F-F42F11DA-8277BDDO-

Acct-Session-1Id "00000640*

Acct-Input-Octets "158500*

Acct-Output-Octets "129836"

Acct-Input-Packets "7925*¢

Acct-Output-Packets "7387"

Acct-Session-Time "159*°

Acct-Delay-Time ok

h323-incoming-conf-id "465F5B2B F42F11DA 8274BDD0O 75CFFB2D*
subscriber "RegularLine”

session-protocol "sipv2*

gw-rxd-cdn
h323-ivr-out
h323-ivr-out
h323-ivr-out
h323-remote-address
release-source
remote-media-address
gw-rxd-cgn
gw-collected-cdn
gw-final-xlated-cdn
gw-Final-xlated-cgn

"ton:0,npi:0,#:444444444"
"PortaBilling_Original_CLD:444444444*
"PortaBilling_Seed:10649791024*
"PortaBilling_Session:unlock®
"70.68.128.186"

4"

"70.68.128.186"
“ton:0,npi:0,pi:1,si:0,#:14257891107"
"16046282508T*"
“ton:0,npi:0,#:16046282508"
“ton:0,npi:0,pi:1,si:0,#:14257891107"

charged-units ok

disconnect-text “normal call clearing (16)*
peer-address "16046282508"

info-type "speech®

peer-id "910"

peer-if-index "225*

logical-if-index "o-
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codec-bytes = "20°
coder-type-rate = "g729br8*
ontime-rv-playout = "154850"
remote-udp-port = "5060"
remote-media-udp-port = "35422*
vad-enable = "disable”
receive-delay = "57 ms*
round-trip-delay = "364 ms*"
hiwater-playout-delay = "97 ms*
lowater-playout-delay = "57 ms*
gapfill-with-interpolation = "0 ms*
gapfill-with-prediction = "610 ms*
gapfill-with-redundancy = "0 ms*
gapfill-with-silence = "20 ms*
early-packets = "14-
late-packets = "23"
lost-packets = "2F
Acct-Authentic = "RADIUS"

Exec-Program-Log "porta-billing.pl*

Jun 05 18:09:03: h323-conf-i1d=465F5B2B F42F11DA 8274BDDO 75CFFB2D/4, call-
1d=7F2FD63F-F42F11DA-8277BDD0-75CFFB2D@193.28.87.3/4

Jun 05 18:09:03: Found a call in cache with such id

Jun 05 18:09:03: Copied account: 59153211058[96,debit,balance=10.00000] of
customer SmartCall SRL [20,balance=0.00000,limit=none] from "193.28.87.3" into
the current request

Jun 05 18:09:03: PrepareNexecute "GetActivelLegldByAcct”

Jun 05 18:09:03: PrepareNexecute "DeleteActiveleg”

Jun 05 18:09:03: Force unlock requested by NAS

Jun 05 18:09:03: Scheduling 59153211058 for logout, call lifetime reduced to 15
Jun 05 18:09:03: Logging out account "59153211058"(96) from "465F5B2B F42F11DA
8274BDDO 75CFFB2D*

Jun 05 18:09:03: Set lifetime with 15s to Mon Jun 5 18:09:18 2006

Jun 05 18:09:03: Looking up vendor/connection

Jun 05 18:09:03: Trying to match connection for call

Jun 05 18:09:03: Looking for a connection VolP/originate

Jun 05 18:09:03: Outgoing VolP, matching by the remote IP address
"70.68.128.186" (env 4)

Jun 05 18:09:03: Found connection 3 "X-Telecom Termination®™ to vendor "X-
Telecom”

Connection found, so the call should be billed.

Jun 05 18:09:03: Found vendor/connection

Jun 05 18:09:03: Charging call ...

Jun 05 18:09:03: Checked 2006-06-06 03:06:24 Europe/Prague against "hr{21-7}
wd{mo-fr }, wd{sa su }": 1

Jun 05 18:09:03: Start of call is peak level 1

Jun 05 18:09:03: End of call is peak level 1

Verifying whether peak or off-peak rate should be applied.

Jun 05 18:09:03: Can reuse the already initialized charge.

Jun 05 18:09:03: Calculating account®"s charge by tariff "SmartCall Prepaid”
Jun 05 18:09:03: Call to "16046282508" with duration 159 seconds will be
charged for 180 seconds and cost is 0.3 (0.1+3x60x0.05+20%) by rate 93 using
10649831771 as seed

The account charge is calculated; note that, in addition to normal per-minute charges, a connection fee and
a post-call surcharge have been applied.

Jun 05 18:09:03: Setting up a new charge with tariff "Termination to X-Telecom”
Jun 05 18:09:03: Using peak rate, since no off-peak is defined

Jun 05 18:09:03: PrepareNexecute "GetPricePerDestination**

Jun 05 18:09:03: Calculating vendor®s charge by tariff "Termination to X-
Telecom

Now your termination costs to the vendor are calculated.
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Jun 05 18:09:03: Call to "16046282508" with duration 159 seconds will be
charged for 162 seconds and cost is 0.064 (1x30x0.02+22x6x0.02) by rate 92
using 10649831771 as seed

Jun 05 18:09:03: Charging account for the call

Jun 05 18:09:03: Inserting CDR

Jun 05 18:09:03: PrepareNexecute "InsertAccountCDR"

Jun 05 18:09:03: Charging debit account 59153211058 0.3

Jun 05 18:09:03: PrepareNexecute "UpdateDebitAccountBalance®

The CDR is inserted and the account’s balance is modified.

Jun 05 18:09:03: Debit account of retail customer, bill only the account
Since this is a debit account, the customer’s balance is not affected.

Jun 05 18:09:03: Charging vendor for the call

Jun 05 18:09:03: Charging vendor 3 "X-Telecom®™ 0.064

Jun 05 18:09:03: Inserting CDR

Jun 05 18:09:03: PrepareNexecute "InsertVendorCDR"

Jun 05 18:09:03: PrepareNexecute "UpdateVendorBalance®

The CDR is inserted and the vendor’s balance is modified.

Jun 05 18:09:03: Accounting response

Jun 05 18:09:03: ...Done.

Verify Call History for Account

To view the xDR of an account, go to Customers, select the Customer
owning the accounts, and click on the Accounts icon; or, alternatively,
select Account Info in the Help Desk section of the Admin-Index page.

Accounts of Retail Customer 'Smart Call'

» | @ Add | @ Account Generator | ® Close ] Logout
Account ID Batch ctrlx SIP Status Advanced
e [v] ANY v search

WRs AccountID Idie, days Currency Balance CreditLimit Type  Product Batch UM Status SIP

@ 10202279730 WUsD  10.00000 Dehit Prepaid Cards Cards2010

@ 10202794994 UsSD  10.00000 Debit Prepaid Cards Cards2010

@ 10203154733 USD  10.00000 Dehit Prepaid Cards Cards2010

@ 10203594729 USD  10.00000 Debit Prepaid Cards Cards2010

@ 10215192128 UsD  10.00000 Dehit Prepaid Cards Cards2010

@ 10215462582 UsD  10.00000 Debit Frenaid Cards Cards2010

@ 10219724758 USD  10.00000 Debit Prepaid Cards Cardsz2010

@ 10226868383 UsD  10.00000 Dehit Prepaid Cards Cards2010

@ 10227980712 WUsD  10.00000 Dehit Prepaid Cards Cards2010

@ 10242745274 UsSD  10.00000 Debit Prepaid Cards Cards2010

@ 10254223669 USD  10.00000 Dehit Prepaid Cards Cards2010

@ 10257227445 UsSD  10.00000 Debit Prepaid Cards Cards2010

@ 10257826881 USD  10.00000 Dehit Prepaid Cards Cards2010

You can also go to the account self-care page (accessible via the

6()/‘ Accounts menu item in the Home popup menu). The only difference is
that account’s owner does not have the option of seeing incomplete
(failed) calls when using the self-care pages.

Login with the account’s web access login and password. After that you

will be able to see the account’s dashboard interface with functional drop-
down menus upper left. On the Statistics menu, click xDR Browser.
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at Account Login ‘
» Password Recovery
Login 10202279730
Password ~ eeeeer
Zain
[]
]

Account self-care
HDR Browser

Account ID Balance Status
10202279730 10.00 UsD

& = B Your xDR History
[ 3 & Close | ¥ Download | [E Services Usage Details ] Logout
M8 FromDate |za11-01-19 VYVE-MN-DD [09:29:40 | HH24:MESS
[l ToDate  |now VLMD HH24:MLSS
Sernice ALl [x]
L)
o B 5 - Your xDR History
[ @ Close | ¥ Download | [E] »DRs | [E] Services Usage Details M Logout
Account 10202279730 CreditsiRefunds 0.00000 USD
From 2011-01-1909:29:40 Payments 0.00000 USD
To 2011-01-20 0930055 Subscriptions Charged  0.00000 USD
Charged by ‘Prepaid Cards' product Services Charged 0.00000 USD
Type Dehit Total 0.00000 USD
Total Sessions (]

Total Transactions 0

Show Totals By Senices

No xDRs found.

Choose the date range for which you want to see a list of calls, and click
Show xDRs. In the results table you will see call charges and other fees
such as maintenance fees or refunds (if any). The report can be also

b

Check Call History

If you want to see a list of all calls going through the system, or perhaps
only those for a particular destination, use the Trace Session.
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Trace Session

" D Lagout
O H323-confid |
@ Rate Pattern G 10min,
Senvice iny service v
& From VYT-HH-DD HHZ4:M:55
(ko) VYT-HH-DD HHZ4:M:55
Time Zone:

Voice Calls

View ErrorReport | CLi(ani)  CLD(dnis) Country Description ¥ ConnectTime DisconmectTime —Duration,minisec ~ Amount Account/Alias  Customer  Vendor  Disconnect Reason

@l [E] 123000 123002 2010-08-10 19:45:20 2010-08-10 19:45:21 ] 0 123000 SIP Accounts INTERNAL | Normal call clearing
B [El 123000 123002 Z010-08-10 19:45:20 2010-08-10 19:45:21 ] 0 123002 SIP Accounts INTERNAL | Normal call clearing
=l [El 900 933000100 2010-07-26 15:55:08 2010-07-26 16:00:08 500 0 383000100 redRat  INTERNAL | Normal, unspecified
2 [E] =00 933000100 2010-07-26 15:55:08 2010-07-26 16:00:09 500 ] a0n SIP Accounts INTERNAL | Normal call clearing
2] [E] a0 938000100 2010-07-26 15i55:08 2010-07-26 155508 00 0 398000100 redRat  INTERNAL |Bestination out ofarder
B [El 984000100 2010-07-26 15:43457 2010-07-26 157544 347 0 898000100 redRat  INTERNAL | Narmal call clearing
2 [El 999000100 2010-07-26 15i43i57 2010-07-26 15:43:57 000 0 399000100 redRat  INTERNAL |Destination out eferder
Bl [E] o0 993000100 2010-07-26 15:43:57 210-07-26 15:47:44 a7 ] a0 SIP Actounts INTERNAL | Nofmal eall cleating
@l [El o0 993000100 2010-07-26 15:42106 2010-07-26 15:43:36 130 i ann SIP Accounts INTERNAL | Nofmal eall clearing
@l [E o0 933000100 2010-07-26 15:42106 2010-07-26 15:42:06 000 0 399000100 redRat  INTERNAL |Destination out oTarder
B [E] 900 933000100 2010-07-26 15:42106 2010-07-26 15:43:36 130 0 393000100 redRat  INTERNAL | Narmal call clearing
=l [E] 900 933000100 Z010-07-26 15141152 2010-07-26 15:42:03 011 0 383000100 redRat  INTERNAL | Narmal call clearing
2 [El 900 933000100 2010-07-26 15:41:52 2010-07-26 15:42:03 011 ] a SIP Accounts INTERNAL | Normal all clearing
2] [E] a0 938000100 2010-07-26 15i41452 2010-07-26 15:91i52 00 0 393000100 redRat  INTERNAL |Bestination out ofarder
B E 993000100 2010-07-26 13:33:20 2010-07-26 13:33i23 003 ] a0 SIP Ascounts INTERNAL | Normal all slearing
2 [El 999000100 2010-07-26 13:33:20 2040-07-26 13:33:23 003 0 899000100 redRat  INTERNAL | Narmal call clearing
@l [E]l o0 993000100 2010-07-26 13:33:20 2010-07-26 13:33:20 o:00 0 399000100 redRat  INTERNAL [Destination out sTarder

* In the Helpdesk section of Admin-Index, choose Trace Session.
* Fill in the check phone number form:

0 h323-conf-id — If you need to trace a specific call, enter the
h323-conf-id here; otherwise leave this empty.

O Rate Pattern — The phone number you are looking for or a
destination pattern (first digits and a percent sign, for example
420%).

0 From, To Date — The date range.

* C(lick Search Sessions.

The advantage of this method is that you can see all call attempts,
including unsuccessful calls, with disconnect reasons displayed. Also, you
can see the billing history for a call.

For the administratotr’s convenience, account xXDRs can be also reached

from the Account Management window by clicking the xDRs icon for an
account.
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Common Symptoms / Problems

Common Symptom 7/ Problem

Description / Solution

Radius debug on GW shows
requests, but PortaBilling®
Radius debug does not.

PortaBilling® Radius debug
shows requests arriving but says
“request from unknown client”.

Arriving PortaBilling® Radius
debug showing requests displays
a “failed to decrypt” message.
PortaBilling® replies with
authentication reject.

Debug session looks normal but
GW hangs up (or says nothing)
after receiving authentication
confirmation.

There are several reasons why
communication may be
unsuccessful:

1. Wrong radius server IP
configuration in GW. Verify and
correct.

2. Wrong radius port(s)
configuration in GW. Verify and
correct.

3. IP network problems. Verify that
your network is configured
correctly, including cables and
firewalls.

Verify and correct Node IP address

in PortaBilling®. Consider any

propagation delay, which may
require 15 minutes.

Verify if PortaBilling® Node Radius

key configuration is the same as

GW radius key (shared secret).

Verify product rating list and

account status.

The most common reason for this

is the lack of a particular prompt on

IVR prompt servers. This situation

may occur only for specific

monetary or time values.

Account balance not decreased
after successful call, and call
does not appear in call history.

Verify that the GW is transmitting
stop accounting records. Set
accountingtype 2 for Quintum or
gw-accounting h323 vsa for Cisco.

Advanced Prepaid Service with Roaming

Deploying prepaid card products with roaming is easy with PortaBilling®.
Just install additional gateways in different geographical locations and
enter the corresponding nodes in PortaBilling®. Then create tariffs which
reflect your service charges for different geographical locations, and
extend the product rating list using new nodes and tariffs.
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Provisioning Prepaid Accounts

PortaBilling® account management is based on batches and control
numbers. A batch is a named set of accounts. By giving descriptive names
to batches you can keep your accounts well organized. (Examples of batch
names: “FLEX CARD 10$”, “EASY CALL 5$”.) Accounts in each batch
are automatically numbered by control numbers, starting with one. If you
are generating more accounts for an existing batch, PortaBilling® will
continue control number assignment from the next available number in
the sequence.

Available account management options:
= Single account

Whole batch

batch + list of control numbers

batch + range of control numbers

It’s a good idea to print the batch and control number on the prepaid card
and keep a card distribution register, so that later you can block some
specific cards in case of fraud, or give extra promotional credit to some
customers. You can also distribute all of your cards as blocked, so that the
dealer will call your support and request card activation only once the card
is sold to a customer. Of course, the dealer should not be able to see the
PIN at any time — this is why we need an alternate way of identifying a
card, i.e. by batch and control number.

In the Participants section of Admin-Index, choose Customers, click
the View accounts icon next to the customer, and then select the batch
name from the select menu. Or, alternatively, you can go to Account info
in the main menu and choose the customer and batch you want to work
with. You should then see a batch operation screen similar to the one
below:
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Accounts of Retail Customer 'Smart Call"

> | B Add | B Account Generator | @ Close I Logout
Account D Batch cul# SIP Status. Avanced
Cazdszoio [ie] ey [¥] EETER
Batch "Cards2010' Ctrlg xDRs  AccountiD  Idle, days Balance, USD Ope: o, USD Credit Linit, USD Type
sterisit 20) taita(0) epleteF(0) 1 [0 1228883 10.00000 00000 Debit Prep. B
U & otation Date 20110120 |YYYYHMDD 2 [B] zzrssoniz 10.00000 10.00000 Dehit Prepaid Gards
3 o1~ i
9 Expiraion D 2012:01°20 [YYYY-MHDD 3 [B] Lozzsssosan 10.00000 10.00000 Debit Prepaid Gards
1 Lietime @aye) 4 [O] lozs1ossarr 10.00000 10.00000 Debit Prepaid Cards
[ Opening Balance 10.00000__ [CER) 5 (O] lozoassanze 10.00000 10.00000 Debit Prepaid Carde
D Aetiate 8 [ z1saczsez 10.00000 1000000 Dehit Prepaid Cards
Bloskc ® 7 [B] 1zs1sz3671 10.00000 10.00000 Debit Prepaid Cards
Unhlack )
8 [O] 1zsas7isal 10.00000 10.00000 Debit Prepaid Cards
[ Assoxiated Number
8 [O] 12a27a5274 10.00000 10.00000 Debit Prepaid Cards
[ umEnabled O
10 (O] 1ozsaz2ssss 10.00000 10.00000 Debit Prepaid Cards
[ Preferred IR Language | en - English (] B
u 10202794994 OO Debit Prepaid Cards
[ Time Zone Burope/brame  [V] . L -
12 [O] 1oz197z4758 Debit Prepaid Gards
O Product USD - Prepaid Carddv|
13 [B] 10289331213 E Debit Prepaid Carde
Reannly Product Subseriptions
14 [O] 10204381187 - Debit Prepaid Cards
[ DefaultRouting Plan 411 avsilsble Rourdv] vl be 2ppied to specied control rumbers:
15 [D] 10203154730 12,4914 Debit Prepaid Cards
0] Access Lovel oo sait-zars (3]
16 (D] 1oz1s192128 ARE YOU SURE? Debit Prepaid Cards
Cirigt 1,2,4,9-14 Bl
i 10202278730 . Debit Prepaid Cards
ornera
el LR R RN Y L] Debit Prepaid Cards
18 [O] 10270710905 10.00000 10.00000 Debit Prepaid Cards
20 [B] weseazessy 10.00000 10.00000 Debit Prepaid Cards

1. On the left side of the screen, click the checkbox next to the fields
which you would like to update, and enter the new values. If you
would like to activate inactive accounts, check the box next to
Activate.

2. You can update a whole batch, or only update individual accounts, by
entering their control number (or control number range) in the Ctrl#

field.

TIP: If you click on the control number (leftmost column), it will be
automatically inserted into the Ctrl# field.

3. Let us assume you would like to unblock accounts and add $5 to their
balance. You should then click the checkboxes next to Opening
Balance and Block / Unblock, enter the balance adjustment value,
and pick the new account status.

4. Click the Update button.

Confirm OK in the popup window.

o

NOTE: Balance adjustment will be reflected in call history as a separate line.
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Callshop Services

The callshop owner is your reseller. He pays you for all outgoing calls, and
wants to keep track of calls made by individual accounts (phone booths)
so that he can charge his customers. The only difficulty here is that many
different customers will use the same phone booth (account) during the
day, and each of them must receive his own bill.

Add Reseller

» | i@ Save | [0 Save&Close | ® Close I Logout
Customer Name | Call shops B Currency USD - US Dollaxr [~]"
Blocked | Opening Balance o
Type Reseller Customer Class | Call shops [+]

Address Info | User Interface | Additional Info ‘ Payment Info ‘ Custom Fields

Default Tariff for Voice Calls | Reseller [»] Billing Period Honthly [»]

Routing Plan A1l Availsble Routes [~] Nest Billing Date 2011-02-01

Distount Plan Hone [v] Shift Billing Date Ta & VHVE-HM-DD

Subscription Digcount Rate % Send Statistics Customer class' default | v
Irvoice Template Customer class' default ||

Repressntaitve fow astined ™ Send Invoices Customer class' defauls |¥|

TaxiD

Callshop Enabled EEEE

First of all, make sure that the callshop functionality is enabled for this
reseller (Callshop enabled checkbox on the Additional Info tab in
customer info). After that, the administrator or reseller himself can turn
on / off callshop functionality for specific subcustomers who represent
individual callshops.

» | i Save | [d Save&Close | ® Close *I) Logout
Customer Name | Callshop 1 B Currency USD - US Dollar [s]"
Blocked O Opening Balance o
Type Retail Customer Class | Call shops [v]

Address Info | User Interface | Dialing Rules ‘ Additional Info ‘ Payment Info | Service Features ‘ Custom Fields ‘

Discount Plan Hone [v] Billing Period Monthly [v]
Subscription Discount Rate % Mext Billing Date 2011-02-01

Shift Billing Date Ta & VHYV-MM-DD
Distriautor How detined ] Send Statistics Customer class' default |v)|
Reprasentativa Het defined ™ Invoice Template Customer class' default ||
e Send Invaices Customer class' default ||
Callshop Enahled LA

Thus the callshop owner will create an account for each of the phone
booths. When a customer enters the booth, the callshop operator will
activate the timer (this also unblocks the account).

2t Accounts of Retail Customer 'Callshop 1'
> [ Add | @ Account Generator | @ Close o Logout
Account ID Batch culz SIP Status P —
e o] wr ] seann

xDRs Timer Receipt AccountID ldle, days Currency Balance CreditLimit Type Product Batch UM Status SIP

2] @ 190337523 0 USD  0.00000 Credit Callshop e @

2 ® 190337524 0 USD  0.00000 Credit Callshon (-]

=

v
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@ Accounts of Retail Customer "Callshop 1'
» | @ Add | [ Account Generator | ® Close M) Logout
Account ID Batch Ctrl = SIP Status Advanced
ANY ] AN [w] [[shew Accounts | search
xDRs Timer Receipt AccountID Idle, days Currency Balance CreditLimit Type Product Batch UM Status SIP
B & 190337523 0 USD  0.00000 Credit Callshop @
B & 180337524 0 USD 0.00000 Credit Callshop -]

After the customer exits the booth, the callshop operator stops the timer
for that booth. This blocks the account so that no one can use the booth
unnoticed while the operator is dealing with the previous customer’s
payment.

Accounts of Retail Customer 'Callshop 1'

» | [ Add [ B Account Generator | ® Close P Logout
Account ID Batch ctri# SIP Status Advanced

AT [+] AT [v] (CShew Aczeunts | Search
XDRs Timer Receipt AccountlD Idle,days Currency Balance CreditLimit Type Product Batch UM Status SIP
[B] & Ep 190331923 0 USD  0.00000 Credit Callshop e @
B & & anvsm 0 USD 0.00000 Credit Callshop e

N g
’0
L3

Cal....Jp Receipt

b= | & Printer friendly | ® Close

Tax|D:
From To Country DateTime Charged time Amount, USD
190337524 190337523 2011-09-02 16:02:20 424 0BEODO

Srart Timer 2011-09-02 15:58:08 oo 0.00000

» Total Charged Time, min:sec 4:24  Total Charaed 0.66 USD

Reetain this copy for your records

Finally, by simply clicking the = Receipt button, the operator can obtain

a receipt containing a list of all the calls made by the customer and the
M total amount charged. This receipt can also be easily printed.

If a reseller (callshop owner) has several callshop operators, it is not

advisable to give each one of them access to the reseller’s self-care

interface. Instead, each should be created as a CC Staff account, and

should use the CC Staff interface to activate timers and so on.
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APPENDIX A. Prepaid Billing Features

Tricky vs. honest charges

Should surcharges affect the time announced to the user? For example, if
an account has a $10 balance, and the price per minute is 0.10 but there is
a 0.20 connection fee (or 5% post-call surcharge), should the customer
hear: “You have 100 minutes”? Should he be allowed call for 100 minutes,
or less? PortaBilling® allows calculation of two call durations during call
authorization:

e The call duration to be announced to the customer (h323-credit-
time). This is a default parameter, and historically has been used
to limit the maximum call duration as well.

e The actual call duration (when the call should be disconnected —
h323-ivr-in DURATI ON).

So the difference between the “honest” and “tricky” charge is that the
former affects both values for call duration, while the latter only affects
the “actual” call duration. So, in our example above ($10 balance, rate
0.10/min):
e if the fixed charge 0.20 is honest, then the customer will hear
“You have 98 minutes”, and will be disconnected after 98
minutes.

e if the fixed charge 0.20 is tricky, then the customer will hear “You
have 100 minutes”, but will still be disconnected after 98 minutes.

A You are free to use either honest or tricky charges, depending on how
your business model is set up. Please note that it is your responsibility to
make a proper disclaimer to customers when using tricky charges.

NOTE: In order to implement this functionality, your gateway / IVR should be able to
work with two call duration values. This feature is available in recent releases of the
Quintum firmware. For the Cisco platform, you will have to use the PortaOne prepaid
IVR TCL script.

Random charges

When using the tricky charges described above, one problem is that
customers may still discover that they are being charged over and above
the per-minute rate by comparing the amount deducted from their
account to the estimated charges. PortaBilling® allows you to make this
detection much more difficult, by applying special charges only randomly.
As a result, special charges will apply not to all calls, but rather only to
some of them, which makes it virtually impossible to “reverse-engineer”
your system of charges.
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In creating a rating formula, you may assign a probability to each
surcharge (fixed or relative). This parameter defines the chance of this
surcharge being applied, e.g. a probability of 25% percent means that
there is a one in four chance of its being applied when calculating the total
charged amount for a call, such that, in the final analysis, this surcharge
will, on average, be applied to every fourth call. Another example is the
random charges configuration shown below:

Rating Sequence

L interwvals of &0 seconds, 0.10 USD/min

Fixed surcharge: 0.15 TUSD. Type: Tricky. Probability: 25%
N interwvals of &0 seconds, 0.10 TUSD/min

Pelative surcharge: 30%. Type: Tricky. Probability: z0%

Figure 4-1

Since every random charge is evaluated independently, this formula will
produce the following result (an average calculated based on a large
number of calls):

e in 60% of calls, no surcharges will be applied at all

e in 5% of calls, both the fixed surcharge and relative surcharges
will be applied

e in 15% of calls, the post-call surcharge will be applied
e in 20% of calls, the fixed surcharge will be applied

Random disconnects

Since fees such as the connect or disconnect fee are applied once per call,
it is obvious that you will earn more profits on many short calls than on a
few long ones. Also, you may not wish to allow your customers to make
too long calls, as this occupies incoming phone ports on your gateway. So
your goal is to disconnect some calls so that customers will have to redial.
If the disconnect occurs at a certain moment in time (e.g. the 20™ minute
of a conversation), it will be very easy for the end-user to notice.
Therefore, the disconnect should be made to appear as if it had happened
naturally, that is, randomly.

The random disconnect element in the PortaBilling® rating formula
allows you to specify a certain probability according to which calls will be
disconnected at a random moment of time during a certain period (for
instance, between the 10" and 20" minute). The interval during which the
disconnect should occur is called dispersion.

Let’s take a look at the example below:
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Rating Sequence

Fixed surcharge: 0.2Z0 TUSD. Type: Tricky

10 interwals of &0 seconds, First price USD/min

Call disconnect: Dispersion: 300 sec. Probability: E0 %
30 intervals of &0 seconds, Next price USD/min

Call disconnect: Dispersion: -200 sec. Probability: 100 %
N intervals of &0 seconds, Next price USD/min

Figure 4-2

There are two call disconnect elements. The first one specifies, with a
probability of 20%, that the call should be disconnected within 5 minutes
(300 seconds) after this element is entered into the formula, i.e. the
disconnect will happen sometime between the 10" and 15" minute of the
call. The second element specifies that the call will always be
disconnected (100% probability) 15 minutes (900 seconds) before this
element is entered into the rating formula (i.e. the dispersion parameter is
negative); so the disconnect will occur sometime between the 25" and 40"
minute of the call. Thus, when this formula is applied in the actual tariff,
the result will be that there are no calls longer than 40 minutes, i.e. every
call will be cut off at some random instant between the 25" and 40
minute, while some calls will even be disconnected eatlier (between the
10" and 15" minute).

Add duration

This feature is similar to the “relative surcharge” discussed earlier, but
works in a different way. The main disadvantage of post-call surcharges is
that the time charged does not correspond to the officially-quoted price
per minute.

For instance, if you are using 30-second rounding, a 0.10/min rate and a
10% post-call surcharge, and the customer makes a call for 4 minutes and
52 seconds, he will be charged 10%(30/60)*0.10 + 10% = 0.55. However,
on the CDR this will be represented as “charged time: 5:00 minutes,
charged amount: 0.55” - which might lead to a dispute, since you have
quoted the customer a rate of 0.10/min.

The add duration feature allows you to increase the call duration before
any other charges are applied, so it will look as if the call was actually
made for the longer duration. Thus, taking the example above, what will
happen if we replace the relative surcharge with an add duration of 10%?
First of all, the call duration will increase by 10%, becoming 5:21. Then
this call will be rated using 30-second intervals, i.e. it will be rated
11*(30/60)*0.10 = 0.55, and the CDR will read: “charged time: 5:30
minutes, charged amount: 0.55” - therefore it will be perfectly in line with
your quoted rates.

A flexible add duration ratio is possible, since calls can be split into any
number of segments and the duration of each segment increased
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according to a different ratio. For instance, the first 5 minutes could be
“stretched” by 20%, the following 5 minutes increased by 10%, and the
next 10 minutes increased by 5%, with the remaining call duration
unchanged. This allows you to avoid the problem of a 20% increase
applied to the entire duration of a long call, which is easily noticeable.

Edit Up/Dn Interval, sec. Extend By, % Delete
[5] & First300 seconds 20 [¥]
[5] EE Following 300 seconds 10 [X]
[5] @  Following 600 seconds g [¥]
[E] Rermnaining call duration 1

This produces the following results:
e A call 4 minutes in duration will be charged as 4:00 + 4:00¥20% =
4:48
e A call 6 minutes in duration will be charged as 6:00 + 5:00%20% +
1:00%10% = 6:00 + 1:00 + 0:06 = 7:06
e A call 12 minutes in duration will be charged as 12:00 + 5:00%20%
+ 5:00%10% + 2:00*5% = 12:00 + 1:00 + 0:30 + 0:06 = 13:36
e A call 30 minutes in duration will be charged as 30:00 + 5:00%20%
+ 5:00%10% + 10:00*5% = 30:00 + 1:00 + 0:30 + 0:30 = 32:00
e A call 45 minutes in duration will be charged as 45:00 + 5:00%20%
+ 5:00%10% + 10:00*5% = 45:00 + 1:00 + 0:30 + 0:30 = 47:00
As you can see, the increase mainly affects short calls (or the initial

portion of long calls), but does not increase drastically with the total call
duration.

Using “billing tricks”

A Please note that you are responsible for finding out which call rating
features are allowed in your business and providing your customers with
the required disclaimer.

APPENDIX B. PortaOne Calling Card
Application Special Features

Here is a list of features not available in Cisco’s standard calling card
application (app_debitcard.2.0.2.8 a_tcl), including information on
how they can be configured in the PortaOne IVR.
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Credit Account Support

PortaOne’s IVR application can work with both debit and credit
accounts. For credit accounts, the amount of available funds, computed
by PortaBilling® as (credit_limit — balance), is played. So for an
account with a credit limit of $100 and a balance of $75, the amount of
available funds is $25. If both an account and a customer have been
assigned a credit limit, then the available funds for the account and
customer will be computed according to this same formula, with the
smaller amount returned to the IVR.

ANI Authentication

PortaOne’s IVR application can perform authentication using the ANI
number of an incoming call leg. If authentication is successful, the IVR
does not ask for a PIN, and starts with the balance announcement.

Configuration syntax:
call application voice <app-name> ani-authentication <yes|no>

Example:
call application voice porta ani-authentication yes

Normally, if ANI authentication fails the IVR will prompt the user to
enter a PIN number. However, this may be disabled so that the script is
then used to provide ANI-only service.

Configuration syntax:
call application voice <app-name> card-authentication <yes|no>

Example:
call application voice porta card-authentication no

Number Translation and Abbreviated Dialing
Expansion

As a part of the authorization process, the IVR application receives a
translated destination number from PortaBilling® and then initiates an
outgoing call to this number (instead of the one originally dialed by the
customer). This permits the following:
e Applying various number translation schemes on the billing side,
e.g. the same access number and the same IVR application can be
used for customers with different dialing habits. Customer A may
dial the phone number as 0114202123456, while customer B dials
it as 004202123456. PortaBilling® will apply the respective
customer’s translation rules and return the normalized number
4202123456. This significantly simplifies configuration of
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outgoing dial-peers on your Cisco gateway, since outgoing calls are
always in the same format.

e Translating short dialed numbers (e.g. 101) into complete phone
numbers according to a list of dialing abbreviations defined for
the customer.

Multi-Currency Support

The default Cisco application will always play only one currency, e.g. that
associated with the specific language. You can change the TTS module
configuration so that “dollars” will be played for English and “crowns”
for Czech, but you cannot allow customers with balances in dollars and
pounds to access the same gateway and work with the English IVR, as
some of them are bound to hear the wrong currency name.

PortaOne’s IVR application, in tandem with PortaOne TTS modules, can
dynamically switch the currency announced based on the currency code
(h323-currency) for a particular account supplied by the billing. This
allows you to use the same access number for products in different
currencies.

Configuration syntax:
call application voice <app-name> multi-currency <yes|no>

(the default setting is no)

Example:

call application voice porta multi-currency yes
Balance Announcement Suppression

This allows you to disable announcement of an account’s current balance,
and instead proceed to prompt for the destination number.

Configuration syntax:
call application voice <app-name> balance-suppression <yes|no>

Example:
call application voice porta balance-suppression yes

Time Announcement Suppression

This allows you to disable announcement of the maximum allowed call
duration, and instead just start connecting the call.

Configuration syntax:
call application voice <app-name> time-suppression <yes|no>
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Example:
call application voice porta time-suppression yes

Last Number Redial

The customer may redial the last number by simply pressing the star key
(*) when beginning to enter the destination number.

NOTE: Once you have already entered some digits of the destination number, the star
key may be used to reset the current entry and start entering the phone number from
the beginning.

Configuration syntax:
call application voice <app-name> redial-enable <yes|no>

Example:
call application voice porta redial-enable yes

Disallow Calls When Balance Is Too Low

If an account’s current balance is lower than the breakage threshold
specified in the product configuration, the IVR may disable outgoing calls.
There are two ways to block outgoing calls:

e Play an announcement and disconnect the incoming call leg.

e Allow the user to dial the destination number, but do not actually
initiate the outgoing call, giving just a fast busy signal instead.

Configuration syntax:
call application voice <app-name> check-low-balance
<disconnect|nocalls|no>

Example:
call application voice porta check-low-balance nocalls

APPENDIX C. Cisco Gateway Configuration
Guidelines

Obtain the debitcard script

The default Cisco debitcard application is provided free of charge to all
users who have a valid Cisco support contract (CCO). Obtain the latest
version of the script (2.0.2.8a). Please note that this script does not
support any billing tricks, such as:

e Announced and real call duration
e Different rates based on the access number
e Special rates for the account’s first call
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Please contact PortaOne TCL suppott at tcl-support@portaone.com
for assistance in implementing these features in your script.

NOTE: According to the Cisco licensing agreement, PortaOne may not distribute the
Cisco debitcard application (neither the original nor a modified version). Please contact
your Cisco representative to obtain the script.

Place the debitcard script and all the required prompts on your TFTP
server. For your convenience, the TFTP server is already pre-configured
in the directory /tftpboot on the PortaBilling® slave server. Do not send
a copy of the script to PortaOnel

Basic router configuration

The latest telephony IOS and DSP firmware is highly recommended.
Some of the features (e.g. ability to assign routing plans to prepaid card
customers) will only function in IOS 12.4 or later. It is also recommended
that the hostname be the same as h323-id.

hostname <h323_id>
ip domain name <default domain>

NOTE: VSA h323-gw-id="hostname.domain”
NTP

NOTE: It is very important to have reliable time services. Also make sure that the
time zone abbreviation is one of the standard ones supported by PortaBilling.

ntp server <name/IP>

ntp server <name/IP>

ntp master 5

clock timezone <your time zone> 1

clock summer-time <your summer time zone> recurring <your
rules>

AAA

aaa new-model

aaa authentication login h323 group radius

aaa authorization exec h323 group radius

aaa accounting connection h323 stop-only group radius

VolIP interface

interface <your interface to the world>
h323-gateway voip interface
h323-gateway voip h323-id <h323_id>

NOTE: If you want to use a virtual interface then add the line:

h323-gateway voip bind srcaddr <IP>
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Outgoing SIP server

sip-ua

aaa username proxy-auth

sip-server dns:<hostname-of-your-PortaSIP-server>

Enable gateway functionality

gateway

Enable gateway accounting

For older IOS versions:
gw-accounting h323 vsa

For newer 10S versions (12.2T or 12.3):

gw-accounting aaa
acct-template callhistory-detail

NOTE: VSA does not work for all platforms.

Radius

IMPORTANT NOTE: Ports 1645 / 1646 are the traditional Radius ports used by many
vendors without obtaining an official IANA assignment. The official assignment is now
ports 1812 / 1813, and users are encouraged to migrate to these new ports when
possible.

Cisco notes:

= “radius-server” commands will be available only after issuing “aaa new-model”
command

= UDP port for RADIUS accounting server - default is 1646 (see note above)

= UDP port for RADIUS authentication server - default is 1645 (see note above)

Keep in mind:

= Default ports for Cisco are 1645 / 1646
= Defaults in /etc/ services are 1812 / 1813

radius-server host <name/IP> auth-port 1812 acct-port 1813
radius-server key <key>

radius-server vsa send accounting

radius-server vsa send authentication

voice-card
controller

voice-port

Depends on your hardware configuration
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call
call
call
call
call
call
call
call
call
call
call

call
1

application
application
application
application
application
application
application
application
application
application
application
application

call application voice & dial-peers

voice russian tftp://..../app_porta_debitcard.tcl

voice russian pin-len 0

voice russian language 1 en

voice russian language 2 ru

voice russian set-location ru 0 tftp://.../tcl/prompts/ru/
voice russian set-location en 0 tftp://.../tcl/prompts/en/
voice czech tftp://..../app_porta_debitcard.tcl

voice czech pin-len 0

voice czech language 1 en

voice czech language 2 cz

voice czech set-location cz 0 tftp://.../tcl/prompts/cz/
voice czech set-location en 0 tftp://.../tcl/prompts/en/

dial-peer voice 201 pots
application czech
incoming called-number 201
port 0:D
1

dial-peer voice 202 pots
application russian
incoming called-number 202
port 0:D
1

dial-peer voice 60 voip
destination-pattern .T
session protocol sipv2
session target sip-server

APPENDIX D. Quintum Configuration
Guidelines

To configure RADIUS on the Quintum Tenor (first generation),
execute the following commands:

# config
config# radius

To set the authentication port:

config radius# authenticationport p 1812

To set the accounting port:

config radius# accountingport p 1813

To set the IP address (replace the IP address with that of the PB-100
master server):

config radius# host p 192.168.100.211

You must set accounting type to 2 (one accounting record per call leg):
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config radius# accountingtype 2

For more information on these commands, please refer to Section IV:
Command Line Reference in the Tenor user manual.

To configure RADIUS on the Quintum CMS gateway, execute the
following commands in admin mode:

# config
config# ri 1

To set the authentication port:

config-RadiusInfo-1# set pap 1812

To set the accounting port:

config-RadiusInfo-1# set pacp 1813

To set the IP address (replace the IP address with that of the PB-100
master server):

config-RadiusInfo-1# set psipa 192.168.100.211

Set accounting type to 2 (one accounting record per call leg):
config-RadiusInfo-1# set at 2

NOTE: Do not configure a RADIUS routing server unless you have one, or else the
RADIUS records will not be delivered to PortaBilling®.

For more information on these commands, please refer to the Tenor
CMS Command Line Interface reference guide.

To configure RADIUS on the new generation of Quintum gateways
(AX/DX series), execute the following commands in admin mode:

# Ethernet:

Ethernetinterface

set IPAddress {IP}

set SubnetMask {NetMask}

StaticlPRouteDir

add 0.0.0.0 NetMask 0.0.0.0 Gateway {RouterlP}

# TimeServer:

TimeServer

set UTCOffset {Hours}

set PrimaryServerlPAddr 192.43.244.18
set SecondaryServerlIPAddr 131.188.3.222

# Radius:

RadiusInfo UserServer
set PrimaryServerlPAddr {RadiuslP}
set SharedSecret {SecretKey}
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set AccountingType 2

# Unit:

Slte

set Country 1

GateWay

set OutgoinglPRouting 1
DialPlan

set LongDistancePrefix
set CarrierPrefixPattern
set INTernationalLPrefix[1]
set MAXDNlIength 20

set MINDNIength 10

SLot SL2

set Online[1] 1
PUBlicNumberingPlan

set CountryCode

set AreaCode
HuntLDNDirectory publ
add {AccountlID}

APPENDIX E. Charging Calling Card
Customers XX/min Extra when They Call a
Toll-free Line

This is very easy to do with PortaBilling’s Services and Rating feature:

1. Create two tariffs — one with your normal rates (for example 0.13
dollar/min for calls to Czech Republic) and the other one with
“toll-free” rates, including your toll-free costs there (for example,
0.17 dollat/min for calls to Czech Republic).

TIP: When calculating the price for the toll-free line, it is not enough to
6’()/ add together your ordinary price plus the costs of one minute on the toll-

free line. In order to make a 3-minute call, the customer will spend about

4 minutes on the line while listening to voice prompts, entering a

PIN / destination and waiting for an answer. Additionally, situations

where a customer will enter an incorrect PIN or be unable to reach his

party at all should be taken into account. Therefore, usually:

TollFree_ Price = Ordinary_Price + X*Toll_FreeCost

where X is a ratio between the total duration of incoming toll-free calls

and the total duration of outgoing calls.

2. Make sure your IVR script supports the “Access Code” feature
(using the “PortaBilling Original CLD” RADIUS attribute).
PortaOne’s TCL developers can help you add this feature to your
application.

3. Create a product for your calling cards and make two entries in
rating list:
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e one with an Access Code equal to your toll-free number and
“Toll-free tarift”

e another with an Access Code equal to your local access
number and “Ordinary tariff”.

APPENDIX F. Authorizing and Billing
Customers by the Originating Phone
Number (ANI-based Billing)

PortaBilling® gives you great flexibility in choosing how you would like to
authorize and bill your customers. For ANI-based billing, you only need
to do the following:

1. Create a tariff (or tariffs) and a product.

NOTE: If you are providing both prepaid cards and ANI-based billing, take measures
to prevent fraud (e.g., someone could dial your IVR and enter their neighbor’'s home
phone number as the PIN). See the APPENDIX G. Preventing an ANI Number from
Being Used as a PIN topic below.

2. Use the corresponding application on your gateway to handle the
call. You can use one of the default Cisco applications (clid_*),
create your own, or use PortaOne’s “Advanced Remote
Authenticate” script. The only important thing is that ANI (CLI)
must be in the User-Name attribute in the AAA requests which go
to the billing.

None of the default Cisco applications support call authorization, so the

A gateway will not consult billing as to whether the customer is allowed to
call this particular destination and what is the maximum allowed call
duration. Needless to say, this may lead to abuse of your service;
moreover, there are several other drawbacks to the default Cisco
applications. In order to avoid all these problems, it is recommended that
you use PortaOne’s “Advanced Remote Authenticate” script, or (if you
need advanced IVR capabilities such as “announce available balance or
number of minutes”) modify the debit card application.

Here is a sample:

aaa new-model

aaa authentication login h323 group radius

aaa authorization exec h323 group radius

aaa accounting connection h323 stop-only group radius
1

g-jw—accounting h323 vsa
1

call application voice ani tftp://../portaone.tcl
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call application voice ani authenticate-by ani
call application voice ani skip-password yes
call application voice ani authorize yes

1

dial-peer voice 1 pots
application ani
incoming called-number .
port 1:D

1

g-]ateway
1

3. Create a customer who will own these accounts.

4. Create accounts with an Account ID identical to the phone
number from which the service is to be used.

TIP: Check in which format ANI (CLI) numbers are reported by your
gateway. For example, the phone number 42021234567 might be reported

6 O as “212345677, 021234567, or something different. You must use
exactly the same format for the Account ID (or change your application
so as to convert it to the desired format). Only one extra item is required
in the application configuration for PortaOne’s “Advanced Remote
Authenticate” — the translate parameter. The following example assumes
that phone numbers arrive in the local format, prefixed by 0, e.g.
021234567 instead of 42021234567:

call application voice ani translate ''/~0/420/"

APPENDIX G. Preventing an ANI Number
from Being Used as a PIN

The first method is the easiest one: use different gateways or access
numbers for PIN-based and ANI services, and configure product rating
list accordingly. Thus even if a “hacker” calls your access number 12345
for prepaid cards and attempts to enter his neighbor’s phone number as a
PIN, the call will not be authorized, since, although such an account
exists, its product only allows usage with the access number 12346.

However, you might need to create an advanced service in which a single
access number can be used for both ANI and PIN-based services. When
the customer calls in, the system checks his ANI and, if the ANI is OK, it
asks for a destination number. Otherwise, it gives the option of entering
cither a PIN or a phone number + password. In this case, you must
prevent account misuse in a different way:

e ANI accounts should always be created with a non-empty Service
password. Prepaid cards should be created with an empty Service
password.
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e Modify the TCL script, so that when the first authentication by
ANI is done, the billing will receive User-Name=ANI and a
special flag “skip password”. Thus, authentication will be
successful if such an account exists, otherwise it will fail and the
user will be prompted for a PIN. To activate the “skip password”
feature in PortaOne’s “Advanced Remote Authenticate” script,
simply include the skip-password yes configuration parameter
for this application.

e When a user enters a PIN, the PIN is provided in the User-Name,
and the Password attribute is empty. The system checks for such
an account, and since the password is empty for prepaid card
VolP, authentication is successful. If somebody tries to enter an
ANI number as the PIN, authentication will fail because the
password supplied does not match the one assigned to the
account.

e If given the option “enter your registered phone number”, the
user will then enter both his phone number and password (the
latter is required to prevent unauthorized usage of his account),
and both will be supplied to the billing. Authentication will be
successful only if a correct account ID and password are provided.
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